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1 OnucaHue ycTpoincTea

MHoroaboHeHTCKasi Bbi3biBHasi naHesb AA-07E SILVER/AA-0TM SILVER/AA-07B SILVER - 0T/IM4YHOE peLleHne s
OCOMCHbIX 34aHWNIA, MHOTOKBAPTUPHbIX KOMMIEKCOB N KOTTEAKHbLIX MOCETKOB. OTINUMTENBHON 0COBEHHOCTBIO
[JaHHOW naHenu siBNsieTcs LBeTHOM TFT 3KpaH C MOACBETKOM, a Takke |P kamepa BbICOKOr0 paspeLLeHinsi ¢
6onbLUIMMKM yriamu o63opa.

1.1 BHelwHui Bug

NonceeTka
OnHamMmk
Kamepa
’ 4” LCD MoHUTOpP
@) KnaBuwum
JaTtunk
ocBelweHHoOCT™M
CunTtbiBaTENb }D 0 MukpodoH
OeCKOHTaKTHbIX KapT U
OpesiokoB
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2 TexHUYecKme xapakTepucTuKn

2.1 ObWME XAPAKTEPUCTWUNKWU

Tun naHenn: MHorokBapTupHas

Aucnnen: 4,3” TFT, UBETHOW C NOACBETKOM

Kamepa: 1/4”, perynnpoBka Hanpas/ieHNsa kamepbl
Yron o63opa: No ropnsoHTanu 80°, N0 BepTUKam 54°
Pa3peweHne kamepbl: 1 Mn

BbixogHoe Bugeo: HD (1280x720), H.264 Main Profile,
HouHas nogcBeTKa: 6 CBETOANOA0B

MunHumManbHasa ocBeleHHOCTb: 0,01 LuX
MoapepxmBaemMble ayamokoaeku: G.711u

Knacc cteneHu 3awurhbl: IP65

TemnepaTypHbIii peXxum: -40 - +65 °C

MoTtpebneHne nuTaHus: 6,5 BT, B pexxnume oxungaHus - 3,6 BT

MutaHwne: +12B

Kopnyc: MeTannnyeckuia

LiBeToBOE peLueHue: CepebpucTto-cepblii
Pa3mep nopg, ycTaHOBKY: 140x350x60 MM
Pa3mep camoii naHenun: 155x375x55 MM

Tun yctaHOBKU: Bpe3Has, HaknagHasa ¢ BR-AA

Tun knaBuaTypbl: MexaHu4yeckne KHOMKK ¢ NoAcBeTKOw

2.2 PYHKUNOHAJIbHBIE BOSMOXHOCTN

NHTepdpeiic: Pycckuit/aHrnuinckuia, WEB-nHTepdieiic

AA-07 - AA-07

OTKprTI/Ie 3amka: C MOHUTOPA, N0 KoAy, N0 KapTe, U3 NpunoxeHnsa BAS-IP Intercom, UKEY

KoHTponb goctyna AA-07E SILVER: CunTbiBaTe/lb GECKOHTAKTHbIX KapT EM-Marin

KoHTponb goctyna AA-07M SILVER: CunTbiBaTe/lb 6ECKOHTAKTHBIX KapT Mifare

KoHTponb goctyna AA-07B SILVER: My/ibTU(OPMaTHbI/ cUMTbIBATE b C NOAAEPXKON TeEXHOorm UKEY (EM-

Marin, Mifare, Bluetooth, NFC)

MHTerpauus co CKYZA: Bbixog WIEGAND 26, 32, 34, 37, 40, 42, 56, 58, 64 6UT

& Y Bbi3bIBHOI NnaHenn AA-07MF oTcyTCTBYeT onuust Wiegand 64 6uT

TexHnyeckne xapaKkTepucTukm - 3



KHONKu GbICTPOro BbI3oBa: KHOMKA BbI30Ba KOHChEPXA

KonuuecTBo menoauii Bbi3oBa: 4 No/IMdOHNYECKE MENOANN
AyTeHTudmkauua: OThebHbI Naposib Ha HacTpolikn, WEB-nHTepdeiic
Pexum pasroBopa: [1ByXCTOPOHHWIA

JononHutensHo: SIP P2P, BcTpoeHHoe pene

AA-07 - AA-07
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3 KoHdpurypupoBaHue vepes rpadpnyeckui nHtepdgenc

+ [NaBHbI 3KpaH(see page 5)

+ HacTpoiikn ycTpoiicTBa(see page 6)

+ HacTpoiikn ceTu(see page 8)

+ HacTpoiikn gocTyna(see page 9)

+ [lOoNOSTHUTENbHbIE HACTPOIIKN(see page 10)
« O cucTeMe(see page 11)

3.1 naBHbIA 3KpaH

Buizoe: 3naHue N2 -> # -> [TapagHoe N2 -> # -> Kpaptupa N2 -> #
KoHceepx: 0000 -> #

OTKpbITh: # ->[Maponb -> #

OTmMmeHa: Hammute *

AppecHan KHura: Haxmure ]

A =

BbI30B: /15191 BbI30Ba HEOGXOAMMOl KBAPTUPbI HY)XXHO BBECTU OT 4 10 10 Lnchp B 3aBUCUMOCTU OT TEKYLLETO
pexuma naHenu.

KoHcbepx: [1/151 BbI30Ba KOHCbep)ka Heo6X0ANMO BBECTM KOMOUHALIMIO 0000# UM HaXKaB OTAENbHYH KHOMKY
[1N51 BbI30Ba Ha kfiaBmarype.

OTKpbITb: [115 nepexoda B MEHI0 BBOAA KOfa AOCTyna He0OXoAMMOo HavkaTtb "#", BBECTU KOL, [OCTyNa 1
HaxaTb "#" 0na noaTBEPXAEHVS.

[ns oTMeHbl AelicTBUS UK nepexoga no MeHK Hasag Heobxo4MMo HaxaTb "™*".

AppecHas kHura: OTo6paxaeT CUCOK KOHTaKTOB /15 MOMCKA 1 BbI30Ba XWU/bLA, €CNN HEM3BECTEH TOUHBIN
NIOrMYeCcKnin agpec MoHuTopa.

AfpecHas KHUra AOCTyNHa eC/iv ONuUMs BK/IOYEHA B HACTPOiikax Be6 nHTepdeiica, B pasaene "Ksaptupsb"t.

1 https://wiki.bas-ip.com/aa07v4/ru_ru/kvartiry-14058107.html
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Liam uviug
Smith 0133
MeaHoB | 0101

.NeTpos ' 0111

Cupopos

(® KsapTupbl OTCOPTMPOBAHbI MO HA3BAHMIO.

AZlpecHasi KHUra BbI3bIBAETCS MO HAXATWIO HA KHOMKM CTPENoK 4 nnm N a 3BOHOK COBepLLAETCs Mo
HaxkaTuio "#".

BbIX0g, Ha rNaBHbI 3KpaH OCYLLECTB/ISETCA N0 HAXATUIO "*" 60 aBTOMATUYECKU, CNYCTS 30 CEKYHA,
6e3gencTems.

o ymonyaHunio agpecHas KHUra OTK/Ilo4eHa.

@ Mopackasku, oTo6paxaemble Ha INMaBHOM 3KpaHe MOXET 6biTh M3MEHeHa B pasgene "[onoHUTENbHO
2, Monb3oBarenbck1e ysegomneHmns>"

3.2 HacTpolikm ycTpoiicTea

[ns BxoAa B CUCTEMHbIE HACTPOIKN HEOBXOAMMO HaxXaTb KHOMKY "#" ABa pasa:

[anee HeobxoaMmo BBECTU 6 LMdhp Naposnia 418 BXo4a B HACTPOWKM BbI3bIBHOM NaHenu (naposb no
YMO4aHuio: 123456) 1 Haxkatb "#".

2 https://wiki.bas-ip.com/aa07v4/ru_ru/dopolnitel-no-8552667.html
3 https://wiki.bas-ip.com/aa07v4/ru_ru/dopolnitel-no-8552667.html
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1. HacTponku ycTpoucTea
2. HacTtpouku cetu

3. HacTpouku goctyna
4. [10NOSIHUTENbHO

5. O cucreme

KHonka "2" nepemeLLaeT Kypcop BBepX, KHornka "8" nepemellaeT Kypcop BHU3. 119 noaTBEpPXL4eHUA
3Ha4YeHui He0BXOAMMO HaXKaTb KHOMKY "#", 1 KHonKy "*" ONA BO3Bpara Hasaj,

Pexxum: | MHoT. Maponb: 123456
A3biK: Pycckuu [poMk.: 1
3aaHue: 1 Paspew.: 640x480

MapagHoe: 1
Ne 1

Pexxnm: Bbi6op pexmma paboTbl naHenu.

KoHdhvryprpoBaHue yepes rpadonyeckunii nHTepdpeiic - 7
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@ WHudopmaumsa o paboTe pexmmoB

Mpwn BbIGOPE pexnma «N06.», AN BbI30Ba HYXXHOr0 MOHUTOPA HEO6X0ANMO BBECTM 4 Lndpbl
HoMepa 34aHus, 2 UMdpbl HOMepa napagHoro, 2 UMdpbl HOMepa aTaxa 1 2 uudpbl Homepa
KBapTupsbl.

Mpwu BbIGOPE pexunma «MHOr.», 4151 BbI30Ba HY)XHOr0 MOHUTOPA A0CTATOYHO BBECTM 2 Lndhpbl HOMepa
aTaxa 1 2 Ldpbl HOMepa KBapTupbl.

& TMpumeuyaHue:

NHauBWAYanbHbI pexuM paboTsl A8 3TMX NaHenei BbiGupaTb He pekomeHgyeTcs. OH
NCMNOsb3YeTCs TOMBKO A5t UHAMBUAYA/IbHBIX NaHenei.

A3bIK: Bbibop A3blka MHTepgieiica.

3aaHune: Homep 3gaHusA.

MapapgHoe: Homep napagHoro.

Ne: MopsiAKOBbI HOMEP BbI3bIBHOM NaHENN.

Maponb: CucTemMHbIli Naposb 4718 BXoAa B HACTpoliku n WEB-uHTepdpeiic.
FpoMKOCTb: [POMKOCTb AVHaMVKa BbI3bIBHON NaHenu.

PaspeLu.: BbiGop paspeLleHnsi NoToka KaMmepbl Bbi3bIBHO NaHesu.

@ nNopckaska:

Homep 34aHns 1 napagHoro fO/MKHbI COOTBETCTBOBATL 3HAYEHWAM TOTO BHYTPEHHETO MOHMTOPA, Ha
KOTOpbI ByaeT nocTynaTb BXOASLMIA BbI30B OT AaHHOW BbI3bIBHOW NaHenun. Ecnm y Bac HECKONBLKO
BbI3bIBHbIX MaHesel, KOTOpble NMEKT OAMH NIOFMYECKNA agpec, Torga B nose «Ne»s He06xXo0aMMOo
yKasaTtb 3HauyeHue 2, 3,4, 51 T.4., 40 9. Ecnn nornyeckas agpecaunsi Bbi3bIBHOW NaHeNn
COOTBETCTBYET afpecauun MoHMTOpa, a IP agpeca yCTpOCTB HAaXo4sATCA B O4HOM CErMEHTE CETU -
YCTPOIACTBa HanayT ApYr Apyra v Bbi30B OyAET NPOXOANTb KOPPEKTHO.

3.3 HacTpoliikn cetu

B AaHHOI BKNajKe yCTaHaBNMBAKOTCSH OCHOBHbIE CETEBbLIE NapameTpsbl.

KoHchurypupoBaHue vepes rpacumyeckunin nHtepcpeiic - 8
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DHCP: | Bkn
IP: 192.168.1.178
Macka: 255.255.255.0
Uino3: 192.168.1.1
DNS: 8.8.8.8
MSIP: 192.168.1.125

DHCP: BkntoyeHve/BbIK/IOUYEHWE pexXxunma nosiydeHmna ceTeBbiX HaCTPOEK aBTOMaTUYECKN.

IP: IP-agpec BbI3bIBHOI NaHesu.

@ Agpec no ymonuanmio:

Mo ymonyaHuio Bbi3bIBHASA NaHeslb MOXET UMeTb cTaTuyeckuii IP-agpec 192.168.1.90 imb60
192.168.1.91

Macka: Macka nogcetu.
LLUno3: OCHOBHOIA L3,
DNS: Agpec DNS cepsepa.

MS IP: IP agpec MK nmbo cepeepa Ha kKOTopom ycTaHasnmeaeTca MO Management Software nnu Link.

3.4 HacTpolikn gocTyna

Mpn Nnepexofe B MEHIO HACTPOEK AOCTyNna 0To6pa3nTcs crepyrowmii uHtepdeiic:

KoHchurypupoBaHue vepes rpacumyeckunin nHtepcpeiic - 9
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Bpemsa | 3
OTKPbITUA

3agepxka 0
OTKPbITUA:

NMuepT: 12
Maponb: 0000

Bpemsi OTKpbITUSA: Bpems, Ha KOTOPoe GyayT 3aMKHYTbI UM Pa30MKHYTbI KOHTaKTbl pesie NaHesnu.

3agepKKa OTKPbLITUA: Bpemsi, N0 UCTEUEHNM KOTOPOro, NPOM30AET 3amblKaHne UaN pa3MblKaHUe KOHTAKTOB
pene naHenu (3agepxka 4o OTKPbITUS).

NudpT: Homep aTaxa, Ha KOTOPOM yCTaHOBEHA NaHe b (MpY NCMoNb30BaHNM MOAYNA yNpaB/ieHUs IMTOM
EVRC-IP, onunMoHasIbHO).

Maponb: Maposb A58 OTKPbLITUS 3aMKa NPV NOMOLLM BBOAA KOAa OTKPLITWS Ha KnaBuaType naHenu. Ans
nepexoaa B PexumM BBoAA Naposist HE06X0AMMO HakaTb Knasully "#", BBECTV Naposib U NOBTOPHO HaXaTb
"#"'

(@ Kopg goctyna MOXeT 6biThb OT 1 10 8 3HAKOB

3.5 [lonosiHuTeNbHbIE HACTPOIKK

Mpn nepexoge B MEHID [0MN. HACTPOEK 0TOBpasnTCcs criedyrowwmii uHtTepeiic:

KoHdhmryprposaHue yepes rpacmyeckuii nHTepdeiic - 10
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KBapTtupa: Kapra:

[lepesarpys.:

3aBoAcKue:

KBapTupa: Homep KBapTupbl, K KOTOPOIi HEO6X0AMMO NPUBSI3aTh KapTy AOCTyna.

@ [o6asneHue kapT yepes rpaduueckuii MHTepdelic:

BBeguTe HyXHblii HOMEpP KBapTMPbl U MOAHECUTE KapTy K 06nacTu cuntbiBaTens. MaHens n3gact
COOTBETCTBYIOLUIA 3BYKOBOIA CUIrHas1, NOATBEPXAALWMIA TO, YTO KapTa 3aperMcTpupoBaHa 1 Ha
aucnnee B none "Kaprta" oto6pasntca HoMep KapTbl.

Mepesarpys: MNepesarpy3ka BbI3bIBHOV NaHesnu. [1na nepesarpysku BbI3bIBHON NaHe M He06Xx04MmMo BBECTM
undppy "1" 1 HaxxaTb knaBuy "#" .

3aBogckue: COpoc HACTPOEK NaHenu K 3aBOACKUM ycTaHoBKaMm. [115 copoca HacTpoekK BbI3bIBHOM NaHenu
Heobxo4VMO BBeCTU Lndpy "1" 1 HaxxmuTe Knasuwy "#" .

& BHumaHue:

O6paTnTe BHUMaHMWE, YTO U3 MaMATU NaHenn npu c6poce 6yayT yaasieHbl BCe KapTbl.

3.6 O cucreme

Mocne nepexoga B MeHi0 "O cucteme" otobpasnTcs creayowmii uHTepderic:

KoHdhuryprposaHue yepes rpacmyeckuii nHTepdeiic - 11



FW:
ul:
IP:

MAC:

SIP:
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1.5.4 20170121

1.2.3 20161031 (std)
192.168.1.178
00:1F:D2:79:5B:F3
ERROR

B naHHOM OkHe oToGpaxaeTcs Tekyllee cocTossHme SIP nogktoveHns, Tekywmii IP agpec, MAC-agpec u

TekyLas BEPCUS NPOLLUMBKM.

KoHthuryprpoBaHue vepes rpadonyeckunin nHtepdeiic - 12



4 KoHthurypupoBaHue yepes web nHtepdelic

Bxopsee page 13)

[[NaBHasA(see page 14)

CeTb(see page 15)

BbI3bIBHaAA NaHesb(see page 17)
KBapTupbl(see page 21)
CKY[(see page 24)

« VpeHTnrkaTopbi(see page 29)

« [MpaBuna gocTyna(see page 30)

+ CB0OOO/HbIV AOCTYn(see page 34)
MNepeagpecaLys(see page 37)
LJONOMHUTENBHO(see page 39)
YKypHasbl(see page 42)

« E-mail yBeJoMIEHUSA(see page 45)

+ Syslog(see page 49)

« OTnpaBka (poTo Ha cepBep(see page 53)
be3onacHOCTb(see page 53)

CucremMa(see page 54)
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4.1 Bxoa

[ns KoHburypmpoBaHns BbI3bIBHON NaHenun yaaneHHo Yyepe3 WEB-uHTepdeiic, He06xoaAMMO NOAKMHOUNTLCS K
Heli MHTepHeT-6pay3epom Ha [K. MaHenb gomkHa 6biTe NOAKMNKYEHA B TOM Xe cermeHTe ceTn yto n MK ¢

KOTOPOTO MaHNpyeTcst NPOU3BOANTL HACTPOIKY.

B nHTEpHeT-6pay3epe, B CTPOKE BBOAA afpeca, He06X0AMMOo BBECTM IP-afipec naHesu, nocsie Yero NosiBuTCs

OKHO BBOJa MMeHM nosb3oBartesid n napons.

AAMWUHUCTPATOP - UMEET MOJIHbIA AOCTYN KO BCEM HACTPOIKam naHesu.

MeHepKep - UMEET JOCTYN K HACTPOIKaM NaHesin, Ho emy orpaHuyeH goctyn Kk meHwo CKY[. Takoi goctyn
NpefoCcTaBNsAETCA MOHTaXHbIM OpraHn3aunsam 1 yCTaHOBKA U HACTPOWMKN CUCTEMBI.

( 3HaueHus No yMONYaHMIoO:

ALMUHUCTpAaTOop:
admin:123456
MeHepnxep:

manager:1234

KoHdhuryprpoBaHue yepes web nHtepdeiic - 13
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D basIP o error

Beegute NoruH u naponb

4.2 ['nhaBHasd

Mocne ycnewuHo aBTopusauum oTobpasntcs cneayrowmnin nHtepdieic:
WHdopmaumna o6 ycTpolicTee
DpeitMBopK Naynuep Cepwiinbii Homep

Pemum ruépuaa Bepcua rubpuna YcTpoiicTeo

MHbopMauma o ceTu

DHCP IP agpec Macka nogcetu

Apnpec wnosa DNS cepeep MAC agpec

dpeiimBopK: Bepcusa cpelimBopka.

NayHuep: Bepcus npoLunsku.

Pexum rubpuaa: TekyLunii pexum nogkiioyeHus rmbpugHoro agantepa.

Bepcus ru6puaa: Bepcus rubpugHoro agantepa.

CepuiiHblii Homep: CepuiiHblii HOMep yCTpoicTBa AN naeHTudukauum ero B MO BAS-IP Link.

YctpoiicTBo: Mogenb ycTpoiicTea.

4.2.1 NHdopmauusa o cetu

DHCP: TekyLlee cocTtosHne DHCP nogkntoyeHus.

KoHduryprposaHue yepes web nHtepceiic - 14
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IP agpec: TekyLmii IP agpec naHesnu.
Macka nogcetun: Macka nogcetu.

Agapec wno3a: Aapec 0CHOBHOTO LU/03a.
DNS cepsep: Aapec DNS cepepa.

MAC agpec: MAC agpec naHenu.

4.3 CeTb

B naHHOM pasgese ycTaHaB/MBAOTCS OCHOBHbLIE CETEBbIE NAapaMETpbI, & TAKKE HACTPOKM AaTbl/BEpeEMEHN,

HacTpoitku ceTn

] DHCP
192.168.0.50 102.168.0.1
255.256.255.0 192.168.0.1

4.3.1 HacTpoWku cetu

DHCP: BkntoveHne/BbIK/HOUEHNE pexnma nonyvyeHnsa ceTeBbiX HACTPOEK aBTOMaTUYEeCKN.

IP: IP-afpec BbI3bIBHOI NaHenw.
@ Apapec no ymonuaHuio:
Mo YyMONUaHMIO BbI3bIBHAA NaHEe b MOXET UMEeTb CTaTuyeckuii IP-aapec 192.168.1.90 M60

192.168.1.91.

Macka: Macka nogcetu.
LUno3: OCHOBHOIA LLIJTHO3.

DNS: Agpec DNS cepsepa.

4.3.2 Monb3oBartenbckmi NTP

Darta/Bepms Ha ycTpoiicTBe: OToGpaxaeT TeKyLLY AaTy U Bpems Ha YCTpOoicTBe.

KoHdhuryprpoBaHue yepes web nHtepdeiic - 15
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[ata/spemn Ha ycTpoicree: 2020-05-11 15:45:17
D YCTaHOBWTE BpeMA aBTOMaTHUYECKH

MonbsoBatensckuint NTP

URL
192.168.0.12

Yacoeo# noAc

UTC+00:00

YcTaHOBKa aThl M BPEMEHM EDY4HYIO

Jata/epema Yacoeod noAc

2 2020-05-11 15:45 UTC+00:00 -

YcTaHOBUTL BpeMS aBTOMaTUYeCKU: BkioueHne/BbIKNIOYEHE aBTOMATUYECKOW YCTAHOBKN BPEMEHM.
Monb3oBatenbckuii NTP: Bk/itoueHne/BbIKHOYEHNE UCNO/Ib30BaHMSA Nob30BaTeNbckoro NTP cepBepa.
URL: lNone BBOAa anpeca nosb3oBatesibCkoro NTP cepsepa.

YacoBoii nosic: Bbibop yacoBoro nosica.

YcTaHOBKa Aartbl 1 BpEMEHU BPYUHY10: 10717 A1 py4YHOro BBOAA AATbl M BPEMEHMU.

mait 2020 .

OTMEHA

4.3.3 Cuctema ynpas/eHus

KoHthurypupoBaHue vepes web nHtepdeiic - 16
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CucTeMa ynpaeneHus

Wcnonbzosats cepeep BAS-IP Link

URL Maponb
link.bas-ip.com 1234567890

OTNPaBAATH KYPHATNbI HA CEPBED OTApaBAATL CTATYC HA CEPBED

Ucnonb3oBatb cepBep BAS-IP Link: BkitoueHve/BbIkN0YEHNE MCNoNb3oBaHus MO ans MOHUTOPUHIA U
ynpaeneHnsi LOMOOHHO cuctemoli Link.

URL: Afpec cepsepa ynpas/feHus.
Maponb: Naponb goctyna.
OTnpaBnATb XypHa/ibl HA cepBep: BkioyeHne/BbIKI0YeHe OTNPaBKN XXYPHa/I0B NaHenn Ha cepsep.

OTnpaBnATb cTaTyc Ha cepBep: BkoueHne/BbIK/OUEeHE OTNPABKM TEKYLLIEro cTaTyca NnaHenu Ha cepsep.

4.4 BbI3blIBHaAd naHesb

« HacTpoiika agpeca(see page 17)

+ HacToiiku SIP(see page 18)

. HaCTpOVIKVI BbI30Ba(see page 20)

« HacTpoiikn ycTpoiCTBa(see page 21)

4.4.1 Hactpoiika agpeca

HacTpoiika afgpeca

Pextum
MHOroaBoHEHTCKMA -

KoHdthuryprpoBaHue yepes web nHtepdeic - 17
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Pextam
MnoGanbHblii -

Pexxum: Bbibop pexmma paboTbl naHenu.

@ WHpopmayms o pa6oTe pexmmos

Mpwu BbIGOPE pexnma "MobanbHbIA", 4517 BbI30Ba HY)XXHOrO MOHUTOPA HE06X0AVMO BBECTU 4
unbpbl HoMepa 3gaHus, 2 unpbl HoMepa NapagHoro, 2 LMdpbl HOMepa aTaxa 1 2 uudpbl Homepa
KBapTupbI.

Mpwu BbIGOPE pexnma "MHOroa6oHeHTCKUIA", 4517 BbI30BaA HY)XHOr0 MOHUTOPA [OCTATOYHO BBECTM 2
unbpbl HoMepa ataxa 1 2 undpbl Homepa KBapTupbl.

dyHKUMA "Be3 BBoga Homepa napagHoro": [1ocTynHa B 1106a/1bHOM peXyMe BbI3bIBHON NaHeNw.
Heobxogmma an1a Bbi30Ba MOHUTOPa 6€3 BBOAA HOMepa napagHoro.

(O bes BBOAa HOMepa NapagHOro

[nsi paboTbl 3TOl (OYHKLMM Yy BCEX MOHUTOPOB 3HAYeHKe NapagHoro Heo6X0AMMO YCTAHOBUTH 0.

3aaHune: Homep 3gaHusA.
MapagHoe: Homep napagHoro.

MNMopsakoBbIii Homep: MopsAKOBLI HOMEP BbI3bIBHOI NaHesu.

@ NopsgkoBas Hymepauus naHenel

Ecnu y Bac HECKO/IbKO BbI3bIBHbIX MaHesel, KOTopble MMEKT OAMH NIOTMYECKWI agpec, Torga B nosne
"MopsaaKoBbIii HOMepP' ykaxute 3Ha4YeHne 2, 3,4,51 1.4., 40 9.

4.4.2 Hactoukn SIP
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@ basIP

FnaeHan

a9 B ~ o9

e &

HacTponku SIP

Bbl3bIEHAA NaHEND _—
B

CeTe

KeapTupb!

CKyd sip:sip.bas-ip.com 2222
Mepeajpecauusa R B
sip.bas-ip.com 222222

OononHUTENbHO
BesonacHocTe

stun.l.google.com
Cucrema

19302

Bkn/Bbikn: BkioyeHne/BblkntoveHne SIP pernctpaumm.

Mpokcu: MNMpokcu SIP cepBepa, KOTOPbIN MOXET ObiTb NPeACTaB/EeH Kak IP aapecom, Tak U JIOMEHHbIM UMEHEM.

@ dopmar sanucu:

Mepen agpecom NpoKcK 06s3aTenbHO HY)XXHO yKa3biBaTb "sip:".

B cny4yae ncnonb3oBaHusi CTOPOHHErO cepBepa SIP MOXHO nponuncatb Takke U HeCTaHOAaPTHbIN
nopr.

dopmar 3anucu:
sip:192.168.1.100:15061, rae 192.168.1.100 - agpec npokcu SIP cepBepa, 15061 - HecTaHAAPTHbIN
nopTt SIP.

CepBep: Agpec SIP cepsepa.

@ dopmar sanucu:

MoXeT 6bITb YKa3aH Kak |IP-afpecom, Tak 1 AOMEHHbIM MEHEM.

B cnyyae ncnonb3oBaHusi CTOPOHHErO cepBepa SIP MOXHO nponuncatb Takke U HeCTaHOAaPTHbIN
nopr.

dopmar 3anucu:
sip:192.168.1.100:15061, rae 192.168.1.100 - agpec npokcu SIP cepBepa, 15061 - HecTaHAAPTHbIN
nopTt SIP.

STUN IP: Agpec STUN cepsepa®.

@ nMpumep:

stun.l.google.com®.

4 https://ru.wikipedia.org/wiki/STUN
5 http://stun.l.google.com/
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STUN nopt: NopT STUN cepsepa.

@ Npumeuanwe:

[na STUN cepepa Google ncrnonb3yetcs nopT 19302.
Monb3oBartenb: SIP HOMep.

@ nMpumep:
2222

Maponb: Maponsb ot SIP Homepa.

4.4.3 HacTpoliku Bbl30Ba

EER - .
HacTpoitku Bbl3oBa COXPAHUTB

CeTb

BbisblBHaA NaHens KoHChepX OrpaHU4eHHA BpeMeH

KsapTupbi lakcmancHoe BpeMA 403BOHE

.

B

9 cKyq,
' Mepeagpecauna 5ip:100@192.168.1.82 1222

LlononHuTenbHo

(&)
< B230MacHoCTh ABTOBbIZ0B Nocne BBoaa N Lud
L

Cucrema

KoHcbepx: BkntoueHne/BbiKNOYEHNE PyHKLMM Bbi30Ba 3a4aHHOro HoMepa B CTpoke "Homep" npu HaxaTum
KHOMKWN KOHCbepKa.

Homep: HanpaBneHne, Ha KOTOpoe GyeT COBePLUATLCS BbI3OB MNPV HAXXaTWUM KHOMKM KOHCbepXa.

@ Ecnm yHKUMA He BK/IOYEHE, BbI30B KOHCLEPXKa MPOVCXOAUT MO BHYTPEHHEMY NpoToKony. Ecnv B
cucTemMe ecTb MOHUTOPbI KOHCbEPXKA, BbI30B NOCTYNUT HA OCHOBHOI MOHWTOP. EC/IM OH He OTBeYaer,
BbI30B ByAeT nocneaoBartesibHO NepexoAnTb Ha OCTaslbHblE MOHUTOPLI B CUCTEME, EC/IN TAKOBbIE
nmetoTCs.

MakcumanbHoe BpeMsi f03BOHA: BpeMeHHOW HTepBaUl, Mo UCTEYEHMN KOTOPOTro NaHeslb aBToMaTU4Yecku
3aBEPLUNT UCXOAALLMIA BbI3OB, €C/IN HET OTBETA.
MakcumanbHoe BpeMsi pa3roBopa: BpemeHHol nHTepBas A4/19 UCXOASLEr0 BbI30Ba, N0 NUCTEYEeHUN

KOTOPOro naHeslb aBTOMAaTUYECKM 3aBEPLLMT UCXOASILLIMIA pa3roBop.

& Bpewms pasroBopa npv BXOASLLEM BbI30BE OrpaHnyeHo 30 CEKyHAAMM.
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ABTOBbLI30B noce BBoga N uudp: PyHKLMS aBTOMATMYeCKOro Habopa nocsie BBoga LUndip, ykasaHHbIX B

cTpoke "Kon-Bo umdp".

Kon-Bo uudpp: BbiGop KonmuecTBa LudIp, N0 HAXKATUM KOTOPbIX MPOM30IAAET aBTOMATUYECKUI BbI3OB C

naHenu.

4.4.4 HacTpoliku yCcTponcTea

HacTpowuku ycTponcTea

1280x720 ~ 102

COXPAHWUTbL

1234abced

Pa3spewieHue Bugeo: Bbi6op NpeanouMTaemMoro paspeLleHuns Buaeo.

MNpodumnb AgaHHbIX RTP: BbiGop npeanountaemoro npouns AaHHbIX RTP.

YpoBeHb rPOMKOCTU: PerynimpoBka YpPOBHS IPOMKOCTWN ANHaAMUKa NaHen.

RTSP nonb3oBaTtesib: JIOrnH Ana goctyna K RTSP NOTOKy naHesnu.

RTSP naponb: MNMaponb ana goctyna K RTSP noToky naHenwu.

DaTtunk npuénmxkeHus: BkitoueHne/BbikoueHne VK gatunka npubnnkeHus. Mpu oGHapyXXeHUn aBuKeHns
Ha paccTosHMM 50 CM NaHelb aBTOMATUYECK/ MOXET BK/TIOUMTbL NOACBETKY KaBuaTypbl, AUCTNER nnu

thyHKLMIO pacno3HaBaHus N,

(® B 3aBMCUMOCTM OT annapartHoii PeBr3nM YCTPOIACTB, AaTUMK NPUBKEHNS MOXET OTCYTCTBOBATL B
cnepyoLmMx MoAeNsX MHOTOa60HEHTCKMX BbI3bIBHbIX NaHesneii: AA-07, AA-0TMF, AA-07B, AA-07BY,
AA-07BC. 3a A0No/HUTENbHO MHhopMaL el o6paTuTech K BalleMy AUCTPUGLIOTOpPY.

4.5 KBaptupsbl

B AaHHOM MeHIo OTO6pa)KaETCFI CMNCOK KBapTump.

KBapTupa - normyeckasi CyLHOCTb, NpeAHa3HauYeHHas A7 NPUBA3KM K Hell MAEHTU(UKATOPOB, KO0B
[locTyna u nepeagpecaumii. Takke KBapTUpbl UCNOMb3YIOTCA B KAYeCTBe 3anuncein Tened)oHHON KHUMM Ha

3KpaHe ycTpoiicTBa.
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Wcnonbaoeath TenehonHyo KHUrY
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COXPAHWUTb

KeapTupsl

HOBASA KBAPTHPA
Ajpec KBapTHp.l
1111

1-1-1-4

1-1-1-3

O 0o oo o

1117

Haagaume KBapTHDEI Kon-a0 muTens

1114

Prodavan Albertovich

Miroslav Close

Anna Bopucogxa

¥ KonuyecTeo MAEHTADHKATOROR Kon-e0 KOAOB AOCTYNS Ken-so

0 0 0
7 0 0
7 1] o
7 0 0

WUcnonb3oBaTb TenepOHHYIO KHUTY: BK/IoUeHVE/BLIK/TOUEHME UCNOMNb30BaHNS Te/Ie(OHHO KHUMM 1
BbI30Ba ee uepes [N1aBHbIi akpaH®.

@ NapameTp coxpaHAEeTCs NPy Pe3epBHOM KONMPOBaHWM 1 COPACLIBAETCS NPU YCTAHOBKE HACTPOEK Mo

YMOJTHaHUIO.

4.5.1 HoBasa kBapTupa

Mocne HaxaTtus Ha KHoMKy "HoBasi kBapTupa" oTobpasmnTcs cneayowmii nHTepdeiic:

3paHue:

Hogan keapTupa

3paHne

Napagroe
1

KeapTupa

1

Ha3asakne KsapTHpbl
KeapTupa MeTpoBbix

Kon-80 wuTenei

4

OTMEHA NOATBEPOAWUTH

6 https://wiki.bas-ip.com/aa07v4/ru_ru/glavnyj-ekran-2754641.html

KoHdhurypripoBaHue yepes web nHtepdeiic - 22


https://wiki.bas-ip.com/aa07v4/ru_ru/glavnyj-ekran-2754641.html
https://wiki.bas-ip.com/aa07v4/ru_ru/glavnyj-ekran-2754641.html

AA-07 - AA-07

@ Howmep 3gaHus
0001-9999

MapagHoe:

® Homep napagHoro
00-99

Jtax:

@ Howmep ataxa

00-99
KesapTtupa:

@ Homep kBapTUpBLI
01-99

HasBaHue kBapTupbl: HassaHne kBapTupbl. Hanpumep, "Ksaptupa Netposbix”.
KonunuectBo xutenei: YCNOBHOE KONMYECTBO XUTENEN, KOTOPbIE MPOXMBAOT B 3TOWN KBApTMpE.

Mocne HaxaTtus Ha KHoMky "MoaTBepanTh" 0TobpasnTcsa creayowasn Tabnvua:

KeapTupsbl

B Tabnuue ykasaHbl cnegytoLyye cTon6ubl:
HasBaHue KBapTUpbI: HazsaHne KBapTMpbI.
KonnuecTBo XuTeneii: YCI0BHOE KOMMUYECTBO XWUTeNell B aTOI KBapTHpe.

KonunuectBo I/IAEHTI/I(*)VIK&TOPOB: KonunyecTtso I/IAEHTM(*)I/IK&TODOB, KOTOpbIE BblAaHbl AnA 37O KBapTupe.

MaeHTndmKaTopbl MOXHO co3aaBaTk B MeHo "CKY", Bknagka "aeHTudukaropb ™.

KonuuecTBo KogoB gocTyna: KoimyecTBo KOZOB [0CTyNa, KOTOpble BblAaHbl /15 3TON KBapTUpbI.

7 https://wiki.bas-ip.com/aa07v4/konfigurirovanie-cherez-web-interfejs/skud/identifikatory
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KonunuecTeo nepeagpecauuii: KonmuecTso nepeagpecalnii, HACTPOEHHBIX [/1s1 3TOIN KBAPTUPBI.

DelicTBus: PegaktupoBaHve 6o yaaneHne KBapTupsbl.

4.6 CKYQ

+ YnpaB/ieHne AOoCTYMNOM(see page 24)
+ YnpaBfieHne 3aMKaMM(see page 25)

+ [lonoSIHUTE/bHbIE HACTPOKU(see page 26)
« CepBepHoe ynpas/ieHne AOCTYMNOM(see page 26)

«+ PacnosHaBaHue QR(see page 27)
« Bxop gaTtunka ABepW(see page 27)

B 4aHHOM MeHH0 ykasbiBatoTcs 06LUMe napameTpbl yNpaB/IeHUs CUCTEMOI KOHTPO/IA AOCTyna, npasuia

[l0CTyNna U UAEHTUUKATOPDI.

YnpaeneHue JOCTYNOM

0000

Mcnonb3oBaTh 0BLWMHA KOJL OTKPLITHA

Wiegand-26

0000

4.6.1 Ynpas/ieHue A0CTYnom

MacTep-kapTta: Homep macTtep-kapThl.

@ Peructpayus kapt uepes WEB uHTepdeiic:

Decimal

COXPAHUTbL

Beegute B none "MacTep - kKapta" Ludpy 0 u HaxxmuTe KHomnky "MpumMeHuTL".

[anee nogHecute HeoBXooUMYIO /19 perncTpaummn mactep-kapTy K 06/1acTi cumTbiBatens,
npo3ByunT curHan "BUM" , KoTopblil 03HaYaEeT, YTO MacTep - kapTa YCMNeLHO 3aperncTpypoBaHa.
[Janee Heobxo4MMO NOAHECTN MACTep - KapTy elle pas 4/19 Nepexona B Pexum 3anvicu

No/1b30BaTE/IbCKUX KapT.

Mocne aToro K 061acTu cuMTbIBaTENS NOAHOCUTE MO oYepean KapThbl nosib3oBareneii.

Mocne Kaxaoi KapTbl Nonb3oBaTesnis 6yaeT 3BydaTb curHan "BUM", KoTopblii 03HAYaeT yCreLLHyo

perncTpaLmio NogHeCceHHo! KapThbl.

BpeMﬂ mexay AOﬁaBl'IEHI/IeM KapT He AO0/HKHO npeBbllaTth 10 CeKyHA,

Ncnonb3oBaTtb 06LI.WII7I KOoA4 OTKPbITUA: BKAOUNTL NN BbIKNHOUYNTL BO3MOXXHOCTb paS6]'IOKI/IpOBKI/I 3aMKa

nyTEM BBOAA KOMBUHALMM LMIP HA BbI3bIBHON NaHenu.

O6wWwwmii Koa OTKPbITUA: MNPon3BO/IbHAS KOMOMHALVMS LUMdp ANs Pa36IoKMPOBKM 3aMKa (MakcUMasibHast

AIMHa 8 CUMBOSOB).
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Tun Wiegand: Bbi6op pexuvma paboTel Wiegand:

+ Wiegand-26
+ Wiegand-34
+ Wiegand-58

@ BaxHO
Ecnu Bbl 06HOBIAAETE MO ycTpoiicTBa C OHO U3 NPeabIAyLX BEPCUli - NoAAepKKa HOBbIX

pexuMoB TpebyeT 06HOB/IEHNS BCTPOeHHOro MO koHTpossiepa Wiegand.

MNpeacTaBneHne NAEHTUPUKATOPOB: BLIGOP CUCTEMbI CUUCIEHNS, B KOTOPOI ByAyT 0TOGpaKaThCs
NAEeHTUUKATOPBI.

@ WaeHTUdMKATOPbI B MAHENN MOTYT 6bITh MPEACTaB/IEHbI B (hopMaTax:

« Decimal (gecAaTnyHasa cuctema cUncieHus)
« HEX (WwecTHaguaTepmyHas cuctemMa CUUC/IeHns)

4.6.2 YnpaBneHue 3amKkamu

YnpaeneHue 3aMmkamu

OTKpbITL 3aMOK

OTKPbITb 3AMOK

OTKPbITb 3AMOK

3amok #1, 3amMOK #2
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BpeMsi OTKpbITUS 3aMKa (CeK): Bpems, Ha KoTopoe GyayT 3aMKHYTbI UM Pa30MKHYTbI KOHTaKThb! pere.

3a,qep)|(|(a nepepg oTKkpbiTneM: BpeMFI, no NCTevyeHnn KoToporo I'IpOVI3OVI,EI,eT 3aMblkaHne Ui pasmvbikaHmne
KOHTaKTOB peJie nocsie otnpaBkKn CUrHasia Ha OTKPbITUE.

3HaueHune DTMF: Bbi60p No/b30BaTENLCKOrO 3HaKa /15 OTKPLITUS 3aMKOB (MaKCUMasbHas A/IMHa - 4
cumBona).
(@ 3HaueHue DTMF

,ﬂ,aHHaﬂ beHKLLI/IFI [AaET BO3MOXHOCTb UCMO/1b30BaTh OT/INYHbIE OT CTaHA4apPTHLIX CMMBOOB DTMF (#,*
no) ON1A OTKPbITUA 3aMKOB.

B nepByto oyepeab 3TO pelwlaeT npo6emy, npy KOTOpoii aBOHEHTCKME YCTPOCTBA CTOPOHHUX
NPOU3BOAUTENE UCMOBL3YHOT 3HAKM #, * 1 0 41151 UHBLIX (OYHKUWIA (Hanpumep, SIP TenegoHbl 4acTo
3a4€eliCTBYIOT 3TV 3HAKM A/15 NEPeBOAA BbI30Ba WM NOCTAHOBKY Ha yAEpPXKaHUe).

Mpu Ucnosb30BaHNM COGCTBEHHOTO cepBepa SIP, Heo6XoANMO 06513aTe/IbHO aKTUBUPOBATL PEXNM
RFC2833 ansa DTMF.

OTKpbITb 3aMOK

3aMok #1, 3aMOK #2

OTKPbITb 3aMOK: DYHKLIMA OTKPbITVS BbIOGPAHHOTO 3amMka M3 WEB uHTepdpeiica naHenu.

4.6.3 [ononHuUTeNbHbIE HACTPOIKK

LOnNoNHUTENbHbIE HaCTDOﬁKM

Homep 3ataxa (ynpaBneHue nucprtom): Homep ataxa, Ha KOTOPOM YCTaHOB/IEHA BbI3blBHAs NaHeb.
MapameTp HeO6X0AMM A/18 Bbi30Ba IMAITA Ha YKa3aHHbI 3TaxK Npu NOAHECEHMN naeHTudmkaTopa K
CUMTBLIBATENIO MAaHeW NpU UCNO/Ib30BaHMN Moaynst nudpta EVRC-IP.

PexxumM oxpaHbl MOHUTOpPA: OTK/IIOYEHNE CUTHA/TM3ALMWN HA BHYTPEHHEM MOHUTOPE NPV NOAHECEHWUWN KapTbl,
KoTopasi NpuBsi3aHa K /IOrMYeckoMy afpecy 3TOro MOHUTOPA.

4.6.4 CepBepHOEe ynpas/ieHne A0CTyrNoM
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CepBepHoe ynpasfeHne JOCTYNOM

Bk/1toUeHO: Bk/tOUEHNE/BbIK/IOYEHVE peXMa PaboTbl NaHesu, Npy KOTOPOM KapTbl 4OCTyNa 1
UAEHTNPUKATOPBI HE XPaHSTCS B NaMsITV NaHENN U NPU NOAHECEHUN TAKOBOW K CUMTLIBATESIO, NaHe b GyaeT
OTNPaBNsiTb 3aNpoc Ha CepBep U OXunaatb OTBET - faBaTb AOCTYM WIN HET.

(@ TalimayT nonyyeHns oTBeTa OT cepBepa CoCTaB/seT A0 15 CeKyHA,. [0 NCTEUEHMIO 3TOT0 BPEMEHMN,
naHeslb aBTOMaTn4eckn obpallaeTcs K CBoel 6a3e faHHbIX U MpeaocTaBnseT Moo He
npefocTaBnsieT gOCTynm.

cnonb3oBaTb NO/b30BaTeNIbCKUIA cepBep: Bk/loueHne/BbIKI0UYEHNE UCMNOSb30BaHUS
Mo/1b30BaTe/NIbCKOrO cepsepa 4/18 ynpas/ieHUs NaHesbio.

Monb3oBatenbckuii cepeep: Apec Nonb30BaTENbCKOr0O cepBepa. B kauecTse cepsepa MoXeT
ncnonb3oBatbea cepsep Links,

4.6.5 Pacno3HaBaHue QR

PacnosHaBaHue QR

Bkn: BkiloueHne/BbikNOYeHe pacno3HasaHusa naeHtudmkaropos tina "QR-ko4" Npy HaxkaTumn KHOMKK
pacnosHaBaHUs Ha KnaBmaType Bbi3bIBHO NaHenu.

PacnosHaBaTb npu 06|-|apy)|(e|-|vw| ABWXeHnA: Bk/itoueHne/BbIKIOYEHNE aBTOMATUYECKOrO
pacno3HaBaHuA QR-KoAa Mo akTMBauuu Aatvynka ABMKEHUA B NaHeu. |_|pl/l I'IpI/I6I'II/I)KeHI/II/I yesioBEKa Ha
paccTosaHue o 50 cm, naHesnb 6y,u,eT BbIXOAUTb U3 pEXMNMa OXNaaHNA U BK/TOYATb beHKLI.I/II'O pacno3HaBaHUA

QR.

4.6.6 Bxop patuvka pBepu

8 https://wiki.bas-ip.com/display/BASIPLINK/BAS-IP+Link
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Bxon naTyuka nBepu

3aKpbiTO.

Bkn: BKNtoueHVe/BbIK/0YEHME UCMONb30BaHUA BX0AA AaTuuka Asepu. JaTurk ABepu Ucnosb3yeTcs as

MOHUTOPUWHIA COCTOsIHWSA ABepw. Ecnv ABepb 6blna He 3aKpbiTa, N0 MCTEYEHNIO BPEMEHW CpabaTbiBaHWs, B
XXypHasie 0To6pasmnTCs, UTO ABEPb HE 3aKpbITa.

Pexxum: Bbi6op pexumma paboTbl BXoga.

« AaTuuK aBepwm - NP1 pa3MblKaHM KOHTAKTOB JaT4iKa YCTPONCTBO MOXET 0TO6paxaTh MHGIOPMALIMIO
06 3TOM B XypHaU1e, BbINO/HATb OTNPABKY XypHasia NMo6bIMI AOCTYMHLIMUA Crioco6amu.

« KHomnka Bxoga - Npyi 3aMblKaHUM KOHTAKTOB YCTPONCTBO OTKPOET 3aMOK.

+ BbI30B KOHCbEpPXa - NPV 3aMblKaHUN KOHTAKTOB YCTPONCTBO BbIMO/HUT BbI30B KOHCLEPXKY.

Bkn

Pexxum

[atunk aBepun
KHonka Bxoga

BbI30B KOHCbepXXa

I CpabatbiBanun

Cratyc C

3akpbITO.

Bpems cpaGaTtbiBaHUA: BpeMeHHO nHepsast, N0 MCTEYEHMIO KOTOPOTO, B XXypHaUsie 0TobpasunTcs 3anmchb O
TOM, 4TO ABEpPb HEe 3aKpbiTa.

MoBTOpHaA oTnpaBKa cOOOLEHNIT O cpaGaTbiBaHUN: BK/1oUeHMe/BbIK/THOYEHNE NOBTOPHOWN OTNPAaBKM
COO0OGLLEHNI B XXypHan cuctembl/syslog/email/Link.
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BpemMs NoBTOpa oTNpaBKu CO06LIeHUIi 0 cpabaTbiBaHUU: VIHTepBas B CEKyHAAX, MO UCTEUEHUIO KOTOPOro
B XXypHaJie cucTeMbl 0TO6Pa3NTCS MOBTOPHOE COO6LLEHME O TOM, YTO [IBEPL HE 3aKpbiTa.

Craryc: [Mony4yeHne TekyLlero ctatyca BXoaa Aartunka ABepu.

4.6.7 \geHTudomkaTopsl

B faHHOM MeHI0 oTobpaxaeTcs Tabnuua aeHTUINKATOPOB U KOAOB A0CTYyNa, 406aB/IEHHbIX B NaMsTb
BbI3bIBHOI NaHenu.

OBLLME HACTPORMKM  WOEHTHOWKATOPE  NPABMIA AOCTYNA  CBOBOOHGLIA QOCTYN
HOBGIA WIEHTUOUKATOR

Kaaptupa DHO snagenoua Tun anagensua Tun mpeHTUdHKETORS HOMED HEEHTHOWMKATOPE

PEHMUEHME CROKE I8FCTENR

1-1-1-2 WBAHOE MBAH Bnagenely KapTa 1212mz2 BECKIHEURD

JaNWCHR Ha CTPaHMLLe 20 - 1:1m3

[o6asneHve HOBOro naeHtTugukaropa

Mocne HaxaTna Ha KHOMKy "HoBbI naeHTudmrkaTop" oto6pasntcsa cneayroLwmnin nHTepdelic:

Hoeblit upesTUdUKaTOp

HoMep KsapTHpbl

1-1-1-2( Meanoe)

®K1O enagensua Tun enagensua
WBaHoB nBaH Bnapeney

TN MpeHTHdHKATOPA Homep uneHTHdMKaTOpa

Kapta ~ 1212112

Mpaeuna foctyna

[0 Orpannuenne cpoka gencTeus

[0 Opanunuenme kon-Bo NPoxofos

3amok #

#1

OTMEHA NOATBEPIUTL

Homep KBapTupbI: BbiGOP KBAPTHPbI U3 CYLLECTBYIOLLETO CN1CKa KBapTup.

PUNO Bnagenbua: [laHHble 0 BnagesnbLe ngeHtugukaropa.

KoHdhuryprpoBaHue vepes web nHtepdeiic - 29



AA-07 - AA-07

Tun Bnagensua: Boibop Tvna snagensua naeHtudmkaropa. JocTtynHel TUnel "Bnageney" n "rocte".

Tun naeHTudukaTopa: Boidbop Tvna naeHTndukaropa.

@ Tunbl ngeHTMUKATOPOB:
JocCTynHbI 3 TUNA UAEHTUUKATOPOB:

« Kapta - EM-Marin nnun Mifare kapta. B cocegHee none "Homep ngeHtncrkaTopa" Heobxoanmo
BBECTM HOMEP ugeHTuhrkaTopa B gecatuyHomMm copmarte, 6e3 3ansaTbiX. 3a4acTyro Kof KapTbl
yKasaH Ha caMoii kapTe /imbo B AeCATUYHOM SO0 B LUECTHaZUATMPUYHOM chopmare.
KanbKynisTop nepesoa 3 pas/nyHbIX CUCTEM CUMCIEHUS AOCTYNEH Mo cobike’,

« UKEY - UKEY ngeHtudukarop. B cocegHee none "Homep naeHtudmkaropa" Heobxoanmo
BBECTM HOMEP ugeHTugrkaTopa B fecatuyHom copmare.

« Kop poctyna - kof 019 BBO4a Ha KniaBmaType naHesnu. B cocegHee none "Kog goctyna”
Heo6xo0aMMo BeCTV LuchpoBoii Kog, 4MHOW He 6onee 30 CMMBOSIOB.

MNpaBuno goctyna: BbiGop npasuia ocTyna U3 CyLLEeCcTBYHOLLETO CNCKa NpaBusl.
OrpaHuyeHne cpoka geicTeun: OrpaHnuyeHe cpoka AelicTBIUSA MAeHTUdIMKaTopa BO BPEMEHU.
OrpaHuyeHue Kos-Ba NpoxogoB: OrpaHnyeHne KOIMYecTBa NPOXoA0B A/1s MAEHTUdMKaTopa.

3amok #: Bbi6op OTKpbIBAEMOTO 3aMKa.

4.6.8 lNlpaBuna goctyna

B faHHOM MEHI0 yCTaHaB/IMBAKOTCSA Npasusia JOCTYna, COrMacHo KOTOPbIM GyAeT ONpeaensThCs YPOBEHb
[lOCTyNa pas/IMyHbIX N0/b30BaTENEN N X MAEHTUMKATOPOB.

1E HACTPOWMKL WAEHTHOUKATOPL MPABUNA NOCTYMA

2CTOB0E NPABUNG 2019-01-22 2019-01-23 s i

Co3gaHune HOBOro npasuna

Mocne HaxaTnsa Ha kHonky "HoBoe npaBunno" oTobpasuTcs cneayowmin nHtepdeiic:

9 https://www.binaryhexconverter.com/hex-to-decimal-converter
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M3MeHuTbL Npaeuno goctyna

Ha3saHue
TecToeOE Npaenno

Beco gewb

Hawano Koxey
2 2019-01-22 %) 2019-01-23
MoBToOpATh
MoeTopATL
ExerogHo -

,E,."I WTENBHOCTD NOBTOPOB
beckoHeyHO -

OTMEHA MNOATBEPOWTE

HasBaHue: HasBaHue npasuna.

Becb aeHb: BktoueHne/BbIKNOYEHNE yKa3aHWUs BPEMEHHOIO NHTEpBaia ,D,eVICTBVIFI npasusa B CyTKax.

® Ecnun hyHKUMA BLIKMIOYEHA, NOMb30BATe b UMEET BO3MOXHOCTb yKa3aTb BPEMEHHON NHTepBas
[eicTBUA AaHHOTo NpaBua.

OTMEHA MNOATBEPOUTL
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Hauano - KoHew: BbiGop nHTepBana geicTemsa gaHHOro npasuna.

aHeaps 2019 .

B

7 8
14 15

21 22

® =

OTMEHA

MoBTOPATL: YKa3aHue Ko/iMyecTsa NOBTOPOB AAHHOMO NpaBuia UCX0As U3 Pa3/IMYHbIX BPEMEHHbIX
YC/I0BUIA.

« ExeAHeBHO - [paBuio GyaeT NOBTOPSTLCA KaXaplii AeHb.

« E)XeHepenbHO - MpaBusio 6yaeT NOBTOPSTLCA KAX/AYH HEAEN!O.

« Kaxgble 2 Hegenu - MpaBuio 6yaeT NOBTOPSITLCS Kaxkapble ABe Heaesnu.

« ExxemecsiuHo - MpaBuno 6yaeT NOBTOPATLCS KaXAblA MecsiL,

« ExerogHo - Mpaswnno 6yaeT NOBTOPATLCS Kbl rog.

+ HacTpouTb - Bbi6op HACTPAMMOBOTO NPOMEXYTKa BPEMEHMN AeNCTBIS NpaBuna.
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Ha3eaHue
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MpaBuno JocTyna ANs CEPBMCHBIX Pab

Bechb eHb

Hauano

3] 2020-03-02

KoHey

% [3 2020-05-02 X

MoeTopaTh

MoeTopATL
HacTtpoutb

0

Kawpbii(e) @

4

HacTtpoiika

MoeTopATL
ExeHenensHo

N BT Cp ur

,E,."I WTENBHOCTD NOBTOPOB
beckoHeyHo

M3mMeHUTs Npaeuno goctyna

Hassanue
TecToeOe NpaeuIo

OTMEHA MOOTBERONTE

Beco gewb

Hawano

[ 2019-01-22

Koxeu

(3 2019-01-23

ExenHeBHO
ExeHefenbHo
Kaxgble 2 Hegenu
ExxemecauHo

ExerogHo

I HacTpouTb

OTMEHA MOOTBERPONTL

4
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AI'IVITeﬂbHOCTb noBTOpPOB: Bbl60p KOHEeYHOro nepuoga AGMCTBMH OaHHOro npasuna

M3MeHuTbL Npaenno goctyna

o 20190122 = 20190123

ExerogHo -

JINUTenbHOCTb NOBTODOB

beckoHeyHo
o OTMEHA MOATBERPOWTH

Mpu BbIBOpPE NnapameTtpa "beckoHevuHO" NpaBu/io ByAeT gecTeoBatb Bcerga. Mpu Beibope napametpa "[o",
MOXHO yKa3aTb KOHEYHY0 AaTy AeCTBMSA JaHHOro npaBuia.

4.6.9 CBOOOAHbIN AOCTYN

B laHHOM pas/esne MOXHO NPOM3BECTY HACTPOIKy CBO60AHOIO A0CTyna AN A0CTyNa B NoMeLleHne no
pacnmcaHmio.
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CBOBOAHBIA AOCTYN

O88 O8 OO

WOEHTUOWKATOPHI CBOBOAHLIA AOCTYN
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COXPAHUTL

Mepebii

BknioueHo: BknoueHne/BbiktoHeHNe (hyHKLMM CBOOOAHOrO AOCTYNa B NOMeLLEeHMe No pacnucaHuio. 31a
IYHKLMSA MOXET ObITb MCMOMb30BaHa 4151 CEPBUCHbBIX CTY)X6, NOCELEHNE KOTOPbLIX MMEET PEryNsipHbIi
XapakTep, Hanpumep NoYTasIbOHOB, CNYX0 [OCTaBKM, KIIMHUHIOBLIX CMYX0 1 Tak gasee.

@ AxtuBauyms yHKuMN

,ﬂ,!'lFl nony4yeHna goctyna B NoMeLLeHNe Ha Bbi3bIBHbIX NaHensax cepun AA-07X n AA-09X HEO6XO,CI,I/IMO

HaxkaTb Ha KHOMKY MHGOPMAaLMK B MPABOM HUDKHEM YTy KNaBuaTypsbl.

,ﬂ,I'IFI nony4yeHna goctyna Ha Bbi3bIBHbIX NaHenax cepun AA-11X, AA-12X n AA-14X H606XOAI/IMO HaXaTb

Ha KHOMKY KOHCbepXa fBa pasa.

[OHn

Bbi6op aHeli Hegenn, No KOTOpbIM ByAEeT OCYLLECTBATLCSA CBOOOAHbIV AOCTYN.

BK/1OUeHO: BK/loUueHre/BbIK/IHOUYEHE akTMBaLmMKU yHKLUM CBOGOAHOO A0CTYyNa no onpeaeneHHoMY [HI0

Hepenw.

OT: Bbl60op HauanbHOro 3HauYeHWs BpEMEHHOMO MHTEPBAaA, MO KOTOPOMY Gy[EeT OCYLLEeCTBASTLCS AOCTY.
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OTMEHA MNOATBERPAUTL

Bo: Bbi6op KOHEYHOTO 3HAYEHWS BPEMEHHOTO UHTEpBana.

OTMEHA MNOATBERPAUTL

3amok: Bbi60op 3amka, KOTOpbIi ByAeT akTMBMPOBATLCSA, NPV UCMOMb30BaHUM (OYHKLMM CBOGOAHOTO AOCTyna.
AKTyasIbHO NP UCNO/b30BaHUN MoAayst SH-42.

A OyHKuMA 6yaet paboTaTh, €C/IN Ha BbI3bIBHOI NaHENN yCTaHOB/IEHbI KOPPEKTHbIE AaTa U BPeMmsl.
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4.7 lNepeagpecayums

[JaHHbIil pa3gen ncnons3yetcs AN NoAMeHbl HOMEPOB CPeACTBaMMU NaHEN NP BbI30BaX, MOCTYNAKLUX HA
BHYTPEHHME MOHUTOPbI, KOTAa MOHUTOPA HET WM OH OTK/IOYEH, NGO Ha N060I ykasaHHbI SIP-HOMep.

HacTpoiku nepeaapecaumm m

Bce BmecTe

Ouepeau nepeagpecalun

4.7.1 HacTpolikv nepeaapecauum

Pexxum: BbiGop pexuma nepeagpecauymn. Bce cpasy - Bbi30B GyeT coBepluaTbCs Ha Bce Homepa
0AHOBpeMeHHO. Mo ouepeawm - BbI30B GyeT COBEpLIATLCSA NOCNeA0BaTe/IbHO C MHTEPBA/IOM B 20 CEKYH.

4.7.2 HoBas nepeagpecauus

Mocne HaxaTtus Ha KHoMKy "HoBasi nepeagpecauus” oTobpasnTcsa cneayoLmii nitepdeiic:
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cip:1@192.168.1.99 0
C1p:2255@sip.bas p.com 0
NI0GABUTL
OTMEHA MOJTBEPAUTD

Homep KkBapTupbIl: HoMep, HabMpaeMbIil Ha KaBuaType naHesnu.

Homep nepeagpecauuu: HanpaeneHue, Ha KoTopoe GyAeT COBEPLIATLCS BbI30B NpW BBOAE
COOTBETCTBYHOLLIErO HOMEpPA Ha KriaBnatype naHesin. MoXeT 6bITb MCNO/Ib30BaHO Kak A/1s1 3BOHKOB

BHYTpU CeTU Nno P2P, Tak 1 No npoTokosny SIP.

@ ¢>opmaT 3anucu gns P2P Bbi3oBa

Sip:1@192.168.1.99, rae 1 - Xeflaemsblii 4191 0TO6paXeHNs Y Bbi3bIBAEMOro aboHeHTa HOMep
,192.168.1.25 - IP-agpec BbI3biBaeMoro SIP knneHTa (B c/lyvae ucnosnb3oBaHus coptdioHa - IP-agpec
YCTPOIACTBAa, HA KOTOPOM YCTaHOB/EH COITAIOH).

sip:192.168.1.99, rae 192.168.1.99 - IP-azpec Bbi3biBaeMoro SIP KfineHTa (B cnyyae Mcnosb3oBaHus
copThoHa - IP-agpec yCcTpoiicTBa, Ha KOTOPOM YCTaHOB/IEH COQITGIOH).

JonyckatoTcsi 06a BapyaHTa HacTPOIKN.

BbI30B Ha TpyOKy SP-02:

sip:192.168.1.99, rae 192.168.1.99 - IP-agpec BbI3bIBAEMOI TPYOKM.
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(@ dopmar 3anucu AnsA BLI30OBa NO NPOTOKONYy SIP

sip:2255@sip.bas-ip.com, rge 2255 - SIP HoOmep BbI3bIBAEMOrO YCTPOWNCTBA, sip.bas-ip.com - agpec
SIP cepBepa, KOTOPbIA MOXET ObITb YKa3aH Kak |IP agpecom Tak U JOMEHHbIM UMEHEM.

Ho ecTb 1 60nee NpoCToli BapuaHT:

2322 - SIP HOMEp BbI3bIBAEMOI0 YCTPOICTBA, agpec SIP cepBepa npu 3TOM MOXHO He M1caTb, Kak U
KOHCTpPyKUMto "sip:" B Havane.

4.8 [1oNOJSIHUTENBbHO

« O60MU(see page 39)

« HacTpoiikn 06bSABNEHNSA(see page 39)

o Cnncok RTSP NOTOKOB(see page 40)

« [Nonb3oBaTesnbCkme YBeAOMEHNUS(see page 41)

4.8.1 O6ou
O6oun
Dann
e
YCTAHOBWTH CTAH/IAPTHIRA

BbiGepuTe chaiin: Bbi6op Nosib30BaTe/IbCKoro N306paxeHnst B kauectTse DQOHOBOIO PUCYHKa B rpadomyeckom
nHTeppeice BbI3bIBHON NaHenu.

MpocmoTp: MPOCMOTPETL YCTAHOBNEHHbI DOHOBLI PUCYHOK.

YcTaHOBUTb CTaHAAPTHbI: Bo3BpaT cTaHAapTHOrO (hOHOBOTO PUCYHKA.

4.8.2 Hactpolikn 06bsBneHus
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HacTpoika o6bsaBNeHUs

http://google.com

BkiloueHo: Bk/iloueHne/BbIKIOHEHVE pexmMa nokasa peknambl (HTTP-cTpaHuubl 1nbo RTSP-NoToka) B
pexnme oxungaHuna.

URL: URL oTtob6paxxaemoit HTTP-cTpaHuubl unn RTSP-noToka.

TanmayT: TaiimayT nokasa peksambl (10 - 300 MUHYT).

4.8.3 Cnncok RTSP noTokoB

®YHKUMSA NpoCcMOTpa AONOMHUTENBHbBIX IP-KaMep BO BPEMSI BbI30Ba ([0 4 NOTOKOB). ®YHKLWS AOCTYNHA A71s
MOHWTOPORB V4 1 M06bIX APYruX SIP yCTPOICTB C K1iaBUaTypoil.

@ basIP

FnaeHan

Cnucok RTSP noTokoe

Bcero: 3

q)

Ceto

Bol3bIBHER NaHEND

NOBABUTL YANUTE BCE
KaapTupsi

CKY[Q rtsp:/admin:123456@192.168.1.75:8554/ YOAIU

G B -

Mepeaapecauns

flononHHTenbHG rtsp://admin:123456@192.168.1.76:8554/ i

BezonacHocTe

rtsp:/admin:123456@192.168.1.77:8554/ YOANW

- &

Cucrema

® nMopckaska:

Bo BpeMms BbI30Ba BO3MOXHO MePeK/IoYaTbCa MeX Ay NoTOKaMy HaXkaTtueM KiaBuLl OT 1 10 5 B MEeH0
MOHUTOpa. Knasuwia "1" cooTBETCTBYET NOTOKY KamMepbl BbI3bIBHOW NaHenu, knasuwmy ot "2" ao "'s" -
[0NO/HUTENBHO A06GaBNEHHbIM NOTOKaM (Mepegava ocyLLecTBNSETCs nocpeacTsom DTMF RFC2833).

URL: Agpec RTSP-noToKa, 0TO6paXkaemoro npu Bbi3oBe.

@ nMpumep:
rtsp://admin:123@192.168.1.189:8554/ch01
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4.8.4 lNonb3oBaTenbCcKkMe yBegoM1eHNs

OKHO A/151 pefakTUPoBaHKs Nosb30BaTe/IbCKMX YBEAOMIIEHNI NPU pa3findHbIX AeAcTBUsiX. Bo Bpems
aKTMBALMM Pa3/inyHbIX TPUITEPOB BbI3blBHASA MaHeb 0TOOpaXKaeT Ha gucniee TEKCT U NPoUrpbIBaeT
3BYyKOBOE CO06OLeHNE. B AaHHOM MEHIO TEKCT 1 3BYKOBOW (halin AN Kaxaoro AencTBUsA MOXHO N3MEHUTb Ha
nonb3oBaTesnibCkune. Takke [OCTYMHA BO3MOXHOCTb M3MEHEHMS TEKCTA, 0OTOOPaKaeMOro Ha r1aBHOM 3KpaHe.

Y —
@baslP <« = B
B mesaan Monb30BaTeNbCKUE YBEAOMEHNA

CeTe

.))

K. Bbi3blBHAA NaHenb ﬂpl’l HaXaTUKW KNaBULL NaHenu HDM Kne
KeapTupe! - 5
3] pTUp [ Brrniouen O] Bromoes
] cKyq,
-
2 Mepeagpecauus
&  Donomwmenso
=1 !

@ BezonacHoCTb . —_— =
i crerema Mpu oTKpPBITHM 3aMKa MPK BOSHMKHOBEHHH OWNGKK

BintoueH

[o6po noxanoeats! Ownbka

ll Roland-JV-2080-101-Bass-C2.wav i L [ Roland-Jv-2080-101-Bass-C2.wav

Mpw upesBbl4aiHON CHTYaLMK

Mpu HaXaTUK KNaBuLlL NaHesnu: 3ByK Npu HaxaTum KnasuLl naHenu.

TeKCcT coobLeHnA: TEKCT, 0TOOpaxaeMblii Ha r1aBHOM 3KpaHe naHenu. B 3To nose MoXHO BECTH,
Hanprmep, HOMep KOHCbepXa A5 CBA3M NGO Ha3BaHME XMI0ro KoMMekca.

KoHduryprpoBaHue yepes web nHtepdeiic - 41



AA-07 - AA-07

Boizor: Keaptupat#

KoHcbepx: 0000+

OTKpbITh: #+[laponp+#

OTMeHa: HasmuTe *

YTMEHA NoATBEPONTL

Mpu OTKPbITUM 3aMKa: 3BYK M TEKCTOBOE CO06LLEHME " J06p0 NoXasioBaTb" NPy NOCTYM/IEHNN HA NaHEe b
curHana 06 OTKpbITUN 3aMKa.

Mpwu upesBbIYaiHOW cuTyaumn: 3ByK 1 TEKCTOBOE yBeAOMIEHNE "TpeBora!" npy NnepexktoyeHnn NnaHenu B
pexum YpesBblyaliHol cutyauun. lNMepeknioyeHne NpoucxoanT NporpaMmMHo Yepes BAS-IP Link n6o yepes
ctopoHHee MO cpeacteamu API.

(® B pexume upe3BbluaiiHOM CUTyaLMK TaKKe OTKPbIBAKOTCA 3aMKM, NOAK/HOYEHHbIE K NaHEesu.

Mpwu KMNB: 3Byk 1 TEKCTOBOE yBeAOM/IeHUE "BbI30B" Npy CXO4ALLEM BbI30BE, NOC/e Habopa Homepa 1 Ao
OTBETA Ha BbI30B APYroli CTOPOHOIA.

Mpy BO3HMKHOBEHUM OLLINGKN: 3BYK 1 TEKCTOBOE yBeAoMIeHe "Own6Ka" npy BBOAE
He3aperncTpMpoBaHHOrO HoMepa aboHeHTa, KoAa OTKPbITUSA 3aMKa U NOAHECEHUN HE3AaPEerncTpPUPOBaHHOIO
naeHTudurkaTopa.

& Ecnv kakaa nm6o n3 qoyHKLMIA BbiK/IloUeHa - 6yAeT UCMNosb30BaTbCsA CTaHJaPTHbI 3BYK 1
CTaHAapTHOEe TEKCTOBOE COOBLLEHME.

4.9 JXypHasbl

MeH!t0, B KOTOPOM OTOGPaXatoTCs BCe COBbITUSA, KOTOPbIE NPOUCXOANAN B NAHENN.

Bpems xpaHeHust XypHas1oB - 182 aHs.
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Tnaexan

BAS-IP multi-apartment panel

=

Cems

KypHan

te Bbi3blBHas NaHent
KBapTupsl
B pTie v QUASTPI
9 cKvg
. ¢ u

Lt Mepeagpecaums
20190221 Cuctema Cpeguuii Bx0f, & BEC-UHTEPENC CoBepleH yenelHbii Bxof (admin) & 586 uHTepheic

e [lononHKTEnbHO 14:5815 pen A HHTEpD pLIeHy AL ) P
2019-02-21 ) ) ) )

"3 HKypHansi 13.46:40 CucteMa CpefHui Bxop, B BeG-UHTEpDeiHC CoBeplueH yeneluHbii 8xo (admin) e 866 uHTepheic

e BezonacHOCTb 2019-02-21 a B N H . Wcnonbaosak HeBanuaHbIA naeHTHdUKaTOp 8098544,

ocTyn bl COKMI BENUIHLIR HASHTUDHKATO

134342 i A A @ P Bnageney satanab66

¥ CueTems 2019-0221 ) ; h
134206 LocTtyn Boicokui HewnssecTHblA naeHTduKaTop WcnonesosaH Hew3eeCTHoIA naeHTnguKaTop 8098545
2019-02-21 . _ _
124201 OocTyn BbiCOKMit HEW3BECTHEIA MASHTHDUKATOD MCNONb30BaH HEMIBECTHBIN MASHTUDUKATOD 2098545
2019-02-21 i i ) i
124754 LocTtyn Boicokui HewnzeecTHolA ngeHTUgUKkaTop Wcnonbaoean HeW3BeCTHoIA naeHTHGUKaTOp 8098545
2019-02-21 _ _ _
134741 LocTtyn Boicokui HewnssecTHblA naeHTduKaTop WcnonesosaH Hew3eeCTHoIA naeHTnguKaTop 8098545
2019-02-21 . _ _
2128 OocTyn BbiCOKMit HEW3BECTHEIA MASHTHDUKATOD MCNONb30BaH HEMIBECTHBIN MASHTUDUKATOD 2098545
2019-02-21 a 2 . JNocTyn paspelweH yaangHHbIM o 1

ocTyn 2 aHui TKEBIT 23MOK 1 YAZNEHHEIM CEpBEpOM

13:41:16 i pedl cepaepom P YA paep

B paHHOM pasgene MOXHO NPOM3BECTU OULTPaLMIO AaHHBIX B 3aBUCUMOCTY OT BblGPaHHbIX CTONBLOB C
pPa3ouBKO MO 3HAYEHUSIM.

B cTpoke "Ctonbeu" AOCTYNHbI 3HAYEHUSA:

« [Npuoputet
« Kateropus
+ HasBaHue

TnaeHxan

v OUNBTPLI
= Cems
& or X & o X
R Bul2blEHER NaHenb - -
B Ki CronGeu noaue
BapTUpsI
PasHo - -
] kvl MpuoputeT
K: Mepeappecaums Kateropua MpuopwTeT ObiTue HpO
[GNONHUTENBHO
o HaaBahue Cpeaxuit BxOf & Be6-uHTepheEfc CoBeplIeH yenelu i exof (admin) B se6 uHTephefic
P P P! ¥ P
£ KypHank )
20200213 ocTyn BbicoKmit HevzeecTHal WCNONb30BaK HEMZBECTHBIA MEHTUDHKATOP 7965425
22:46:43 Hoery ¢ nBeHTUGMKETOD ¢ REHTUGUKATOP 7965425
< BesonacHocTs
2020-02-13 N 3aMoK OTKpBIT Mcnonsaosax BaNUAHLIA MOSHTUKKETOR 7735783, nagensy |,
. JDoctyn CpegHuii
Q CHCTEME 22:43:27 MpeHTUGHKaTOPOM OTKpHIT 3aMok 0
20200213 Loctyn Boicokmit HenssecTraii MCnoNb3aoBsaH HEMSBECTHbIA AEHTUGHKETOp 7965425
22:20:19 cTy - MASHTUMKETOP - A i P72 .

B cTpoke "Ycnosue" AoCTyMHbI 3HA4YEHUA:

o bonble
o MeHbLle
- PaBHO
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@ basIP
nasHan

= CeTo
- Boi3bieHas nanens
B KeapTupbl
] cKyq,
w2 Mepeagpecauus
te [lononHuTensHO
9 KypHanbi
s, BesonacHocTs
i Cuctema

v OUNBTPBI
8 or x [ Oo X
CronGey Ycroswe
MpuoputeT - 3HaueHue -
— Bonbuwe I3
Lata/epemsa ateropms MeHblue
2020-021 .
‘ E‘DS"‘B CucTeMa Paexo 4 CoBeplIeH yCnalHbIA BXoa (admin) 8 86 WHTepdeiic
; HeuasecTHeli ;
foctyn BbiCOKMI MCNONb30BaH HEM3BECTHBIN MASHTUDHKATOD 7965425
: MASHTUHKaTOP
. 3amoK OTKpbIT WMcnons3aoeax BaNMAHLIA MOeHTUKKETOR 7735783, nageney |,
Doctyn Cpenxui
’ MAEHTUGHKATOPOM OTKPBIT 3aMOK 0
; HewssecTHbii ;
Loctyn Bbicokmit VICNONb30BaH HEM3BECTHBIN MAESHTUGMKATOD 7965425

naeHTudKKaTop

B cTpoke "3HaueHve" fOCTYMNHbI pa3inyHble onummn B 3aBUCMMOCTU OT BbIGPaAHHOro cTonbua.

Mpuoputer

Hun3kni

CpegHuii

KaTteropus Has3BaHue

Cucrtema YCTpOIACTBO 3anyLLEeHO

Cuctema JocTyn 3anpeLleH u3 Be6-nHTepgelica
Loctyn 3aMOK OTKpbIT KHOMKOW CBOBOAHOrO focTyna
Cucrema BBefeH BepHblii Naposib BxoAa B Be6-uHTepdeiic
[Joctyn 3aMOK OTKPbIT KHOMKOW Bbixoaa

[Joctyn BeefeH 06wwmii kog goctyna

Joctyn 3aMOK OTKpbIT MAEHTUIINKATOPOM Nnua
Cucrema Hauyasio 06HOBNEHMSA MPOLLMBKM

Cuctema Bxopg B Be6-mHTEphelic

Cucrema MpowwnBKka 06GHOB/IEHA YCMNELLHO

Cucrema MpoLwmBka He 0GHOBNEHA

WHdpopmauus Bxogsimii BbI30OB
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Mpuoputer Karteropua Has3BaHue
Bbicokuii WNHdpopmauus OG6HapyXeHOo aBuXeHne
Joctyn JnnTtensHoe OTKpbITUE 3aMKa
Joctyn JocTyn 3anpeLleH yaasieHHbIM cepBepom

UpesBblvaiiHas cuTyaunss  HewTatHoe cobbiTue

JocTtyn HeBepHbIli Kog goctyna

Cucrema HeypauHas nonbiTka BxoAa B Be6-uHTEpElic
JocTtyn JocTtyn pa3pelleH ygasieHHbIM CepBepoMm
Doctyn HensBecTHbIN ngeHTUchnkaTop nmua

Joctyn JocTyn BocnpeLleH 13 Beb-nHtepdeiica
Joctyn 3aMOK OTKPbIT OTBETHLIM YCTPOWCTBOM
Joctyn 3amMOK OTKPbIT MAEHTU(NKATOPOM

UpesBbluaiiHas cuTyaumsi  IKCTPEHHOE CcOobbITHe

JocTtyn Wcnonb3oBaH HEBANMAHBIN MAEHTUMKATOP

KpuTuunbidi  [octyn [Bepb He 3aKpbiTa C/NLLKOM A0/1T0

B 3aBncumocTu ot Bbl6paHHbIX napamMmeTpoB MOXXHO HACTPOUTb rmékoe 0T06pa)KEHV|e BbIBOANMbIX AAHHbIX B
XypHasie n npon3sectu OI'IGp&TI/IBHbIVI NOWUCK I/IHdJOpMaU'I/IVI.

4.9.1 E-mail yBegomneHus

B AaHHOM MeH NpoM3BOAUTCA HACTPOIiKa NOYTOBOrO cepBepa AJ1si NOC/EAYIOLLErNO YBEAOM/IEHNS NO e-mail
0 Pas/IMyHbIX COBLITUSIX, KOTOPbIE 3AMNCHIBAIOTCS B XYpPHaUI.

HacTpoiiku noytoBoro cepeepa
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COXPAHUTH

TN NoYTOBOTO CepBepa

SMTP

Ajipec NoYTOBOTO Cepeepa Mopt
smtp.gmail.com 457

Mopt

SSL

WMA Nonbzosatens TMaponb
notifications@bas-ip.com 12333255

Wma OTnpaB1TENA
Naotifications from the panel

Email nonyuyatens
system_journal@bas-ip.com

Tema
Notifications from the panel

OTMNPABUTL TECTOBOE NMACBMO

Tvn nouToBOro cepBepa: BbIGOp NpeAnoYMTaeMoro Tuna noyToBoro cepeepa.

HacTpoiiku MOYTOBOro cepeepa

Twun noyTOBOrO CEPBEDA

COXPAHUTL

He ykazaHo
Mopt
SMTP 457
Mopt
SSL
WIMA nonbaceatens Maponk
notifications@bas-ip.com 12333255

MopT: None BBoAa noprta NoYTOBOIO cepBepa.

Tun wudpoBaHua: Beibop npegnoyntaemoro tuna wudposaHus, TLS nam SSL.
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smtp.gmail.com 457

MopT
He ykazaHo
TLS 12333255
SSL
system_journal@bas-ip.com Notifications from the panel

OTNPABUTEL TECTOBOE NUCLMO

Nmsa nonb3oBaTens: [lone BBoAa MMeHU rnosb3osaresisa SMTP cepsepa.

Maponb: None BBOAa Napons nosb3osaresis SMTP cepsepa.

Nma otnpaButens: None BBOAA MMEHM OTNPAaBUTENS, KOTOPOe ByAeT 0TO6paXaTbCA BO BXOAALLEM MUCbME.
Email nonyyatens: [None BBoAa NOYTOBOroO agpeca nosyyarens.

Tema: Tema nucbma.

OTnpaBUTb TECTOBOE NUCbMO: KHOMKA OTNpaBKM TECTOBOIO NCbMa /151 NPOBEPKM NPaBU/IbHOCTU BBOAA
[laHHBIX.

E-mail yegomneHus

B gaHHOM 6/10Ke MOXHO BblbpaTb CMUCOK COObITUIA, KOTOPbIE MOTYTb ObITb OTNPAaB/IEHbI HA YKa3aHHbI
MoYTOBbIN agpec.
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E-mail ysegomneHus

O Aoctyn sanpelueH - HepeACTEMTENbHDIA UAEHTMdMKET
[ Hdoctyn sanpeweH - HepetcTeMTeNbHbIR Face 1D

[0 Hdoctyn sanpelyeH - HesepHE A

[J OocTyn 3anpelueH yaane AF

[ocTyn 3anpelleH Yep

CnM1COK 0CTYMHbIX COObITHIA:

« [ocTyn 3anpeLleH - HegelcTBUTENbHbIN NAEHTUMKATOP
« [ocTyn 3anpeLleH - HegelcTBUTENbHBIN Face ID

« [ocTyn 3anpeLleH - HeBEPHbIA Kog,

« [ocTyn 3anpeLueH yaasieHHbIM cepBepoM - API

« [JocTyn 3anpeLleH - HeM3BECTHbIN NaeHTUMKaTop
« [ocTtyn npegocTtaBnasieTcs no Bbi3oBy API

« [ocTyn npefocTaBneH OTBETHbIM YCTPONCTBOM

« [ocTyn npefocTtaBneH no o6Liemy Kogy goctyna
« [ocTyn npefocTaBneH yganeHHbIM CEpPBEPOM

« [ocTtyn npegocTtaBneH naeHTMgmkaTopom

« [ocTtyn npegocTaBneH Face ID

« 3aMOK OTKPbIT C/IULLIKOM A0NT0

« 3amokK 6bl1 OTKPbLIT KHOMKO BbIXO4a

+ 3amoK OTKpPbIT KHOMKOI cBO6OAHOrO focTyna

« HewTaTtHOE CObbITME

« JKCTpeHHoe cobbITue

+ Bxoasiwuii 3BOHOK

« [BwkeHne ob6HapyxeHo

+ Wcxopswmii BbizoB

« O6HoBNeHue MO

+ HeBepHblii OruH - API

« YCheLHbI BXod B cuctemy API-BbI30B

« YCTpOICTBO Nepe3arpy>xeHo

«+ Pernctpauus SIP yTepsiHa
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4.9.2 Syslog

B 4aHHOM MeHH0 yKasblBatoTcsi nmapaMeTpbl Syslog cepBepa, Ha KOTOpPLI NaHeslb MOXET OTNPaBsATb JaHHbIE
XXYPHaO0B.

HacTtponkn SysLog

BK/to4eHo

Ter 6 v

URL Mopt
10.10.10.10 514

HacTtpoiikn Syslog

BktoueHo: BktoueHe/BbIK/OYEHNE OTNPABKU XYpHa/oB Ha syslog cepsep.
Ter: Ter ycTpoiicTBa, Heobsi3aTeslbHas onuusi.

YpoBeHb Syslog: YpoBeHb nogpo6HOCTH Syslog.

URL: Agpec cepsepa.

MoprT: MopT cepBepa.

Ckauatb: CkayaTb thalin xypHana Syslog.

OuuncTuTb: OuncTuth haiin xypHana Syslog.

dopmaTt coobLeHni

dopmart coobLeHult syslog COOTBETCTBYTE CTaHaapTy RFC5424%0,

CopepxaHne coobLeHNii 0 COObITUSX BbIFISANT CeayloLuM 06pa3oMm:

EVENT:{event_type}:{argl}:{arg2}:{argN}:{text}

OnucaHwve nonei:

Mone OnucaHue

{event_type} MaeHTudmkaTop TMna cobbITus

10 https://tools.ietf.org/html/rfc5424
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Mone

{argl}

{text}

... {argN}
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OnucaHue

ApryMeHTbl, XapakTepuaytoLye cobbiTue, eCnn ecTb

YenoBeko-untaemoe onucaHue cobbiTnusa B cBO60AHON hopme.
MOXHO CBOGOAHO MCNO/Ib30BATb : BHYTPY 3TOrO NOJIs.

K npumepy, cobbiTue "[iBEpb OTKPbITA C MOMOLLILIO MacTep-naponsa" MOXeT UMETb cneayoLwmii Bua;

EVENT:100:0000:/lBepb OTKpbTa C MOMOWbLK MacTep-naposns: 0000

r'oe 100 - ngeHTudmkaTop cobbiTnsa "OTKpbITUE ABEPY C NOMOLLM MacTep-naponsa”, 0000 - apryMeHT cobbITus,
B JJAaHHOM CJlyyae K/1to4 KOTOpbIM Obl/ia OTKpPbITa ABEpPb, U, Aaslee, onucaHue cobbiTus B CBOOOAHOIN dhopme
"[lBepb OTKPbITa C MOMOLLIbIO MacTep-napons: 0000".

Tunbl

ID

00

10

10

10

10

10

10

10

10

CcobbITUM

OnucaHue

J11o6ble cobbITUSA, HE OMUCAaHHblE
HUXe

[lBepb OTKPbITA, UCMO/b30BaH
macTep-kof,

[JlBepb OTKPbITA, UCMOMb30BaH KOZ,
joctyna

[lBepb OTKPbITA, NCMO/Ib30BaHA
KapTa

[JlBepb OTKpbITA, 1CMosib3oBaH UKEY
[lBepb OTKPbITA, UCMO/Ib30BAHO
nuo

[Bepb OTKpbITa KHOMKOI BbIXoAa

[Bepb OTKPbITA B BbI30BE

[Bepb OTKpbITa No API

MapameTtpbl Facili Severi PR
ty ty |
8 6 70
Homep koga, Homep asepu 8 6 70
Homep kopa, Homep 8 6 70

KBapTMPbl, HOMEP ABEPU

Homep KapTbl, HOMep 8 6 70
KBapTupbl, HOMEP ABepu

Homep kapTbl, HOMep 8 6 70
KBapTUpbLI, HOMEpP ABepu

ID nuua, Homep KBapTUpbl, HOMepP 8 6 70
nsepu

8 6 70
Homep aboHeHTa, Homep 8 6 70

KBApPTUPbI, HOMEP ABEPU

Homep asepwu 8 6 70
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10

10

11

20

20

20

30

30

30

30

30

30

30

30

30

30

OnucaHue

[Bepb OTKPbITA YAANIEHHbIM
cepeepom

[Bepb OTKpbITa KHOMKOWA
CcBO6GOAHOrO goctyna

[Bepb OTKpbITa, NCNonb30BaH QR
[Bepb OTKpbITa CANLLKOM A0S0
OGHapyXeHO ABWXEHNE

[lBepb OTKpbITa ABEPHBIM
CEHCOPOM

Vcnonb3oBaHa Hen3BecTHas kapta
Vicnonb3oBaH HEN3BECTHbI KOA,
poctyna

Vcnonb3oBaHa HeBasMHas kapTa
icnonb3oBaH HeBaTMAHbIN

Kog, focTtyna

Vicnonb3oBaH HeBanMAaHbIii UKEY
Vicnonb3oBaH HeBaNMAHbINA Face id
[JocTyn 3anpeLleH yganeHHbIM
CepBepom

Vicnonb3oBaH HeBa/MAHbIA QR

Vcnonb3oBaH HeM3BECTHbIN QR

3amok OTKPbLIT NO TpeBore

MapameTpbl

Homep asepwu

Homep QR, HOMep KBapTMpbl, HOMEpP
asepu

BpeMsi B ceKyHAaX, CKOMBKO Yxe

OTKpbITa ABEPb

Twun ceHcopa

Homep KapTbl

Homep koga

Homep KapTbl, HOMEp KBapTMpbI

Homep koga, Homep KBapTupbl

Homep UKEY, Homep KBapTupbl

Howmep face_id, Homep kBapTupbI

Homep QR, HOMep KBapTUpSI

Homep QR

Homep 3amka, Bpemsi OTKpbITHS]

Facili
ty

AA-07 - AA-07

Severi
ty

PR

70

70

70

70

70

70

70

70

70

70

70

70

70

70

70
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ID OnucaHue MapameTtpbl Facili Severi PR
ty ty |
40 SIPecTb 8 6 70
0
40  SIPHet 8 6 70
1
40  YCTpOIACTBO nepesarpyXXeHo 8 6 70
2
40  OtnpasBneH email Email nonyyarens, ID cobbITust 2 6 22
3
40  Owwmbka oTnpasku email Email nonyuarens, ID co6bITus 2 6 22
4
50 WcxopAwmii BbI3oB Howmep kBapTupbl, HOMep aboHeHTa 8 6 70
0
50 BxogsALLMii BbI30B Homep aboHeHTa 8 6 70
1
50 Wcxopgsawmii BbI3oB, oumnbKa Howmep kBapTupbl, HOMep aboHeHTa 8 6 70

2 coefuHeHus

60 Bxop B BEG MHTepelic 10 6 86
0
60 lcnonb3oBaH HEBEPHbI Naposib 10 6 86

1 Beb nHTeppelica

App Name

dopmar nons:

TAG: {model}_{version}_{mac}

OnucaHwve nonei:

Mone OnucaHue Mpumep
TAG Ter ycTpoiicTBa, HeobsizaTesibHast onuus Panel near the road
{model} HasBaHune mogenu AA-07B
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Mone OnucaHue Mpumep
{version} Bepcus BcTpoeHHoro MO 3.5.0
{mac} MAC agpec 6e3 pasgenvrtenei TO6979EEEEEE

4.9.3 OTnpaBka pOTO Ha cepsep

B AaHHOM MeHI0 NpoM3BOAMTCA HACTPOIiKa yHKLMM OTNPaBKKU Ha cepBep Link/cepBep TpeTbei CTOPOHbI
¢hoTO C Kamepbl BbI3bIBHOV NaHeNN A5 BbIGpaHHbIX COGLITUIA.

OTnpaBka $oTo Ha cepBep

BKOUeHo: BK/1/BbIK/ (OYHKLMIO OTNIPaBKM (DOTO C KamMepbl NaHenu 415 pasinyHbIX COObITUNA.

A  dyHKUMA paboTaeT TOMBLKO NPU BKIOYEHHOW CUHXPOHMU3aLMK ¢ Link.

CobbITusa

B gaHHOM 6/10ke MOXHO BblOpaTb CNMCOK COBbITUIA, KOTOPbIE MOTYT ObITb OTMPAaB/IEHbI HA CEPBEP.
Cnncok AOCTYMHbIX COObITUIA:

« JlocTyn 3anpeLleH - HeAencTBUTENbHbIN naeHTUrkaTop
« JlocTyn 3anpeLleH - HeAencTBUTENbHbIN Face ID

« [locTyn 3anpeLyeH - HeBEPHbI KOS

« [locTyn npegocTas/eH yaaneHHbIM CEPBEPOM

« JocTyn 3anpeLleH yaasieHHbIM cepBepom - API

« JlocTyn 3anpeLleH - HeU3BECTHbIN naeHTNMKaTop

« JocTyn npefocTtas/isieTca no Bbi30BY API

« [locTyn npegoctaB/ieH OTBETHLIM YCTPONCTBOM

« [locTyn npegocTtaseH no o6LemMy kogy goctyna

« [locTyn npegocTaBneH NaeHTUNKaTopom

« [Joctyn npepoctasrieH Face ID

« 3aMOK OblsT OTKPbIT KHONKOW BbiXxoAa

« 3aMOK OTKpbIT KHOMKOW cBO6GOAHOrO AocTyna

« Bxoasunin 3BOHOK

« Mcxopawmin BbizoB

« YcnelwHblli BXoA, B HACTPOIKK - HTepdpelic ycTpoincTea
« HeygauHas nonbITka BXo4a B HACTPOIKN YCTPONCTBa

4.10 be3onacHOCTb

B A4aHHOM MEHI0 MOXHO U3MEHUTL Naposib aAMUHUCTPATOPA U MeHeaxepa.
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YnpaeneHune naponamu

Administrator -

A[J.MI/IHI/ICTpﬂTOp - UMEET NOJIHbI 00CTyn KO BCEM HaCTpOIZKaM naHenn.

MeHepKep - UMeET AOCTYN K HACTPOKaM NaHenun, Ho emy orpaHudeH Aoctyn Kk meHto CKY[,. O6bI4HO gocTyn
K JaHHOMY aKKayHTYy NpeAoCTaBASeTCs MOHTaXHbIM OpraHM3aunsM 415 yCTaHOBKM U HACTPOWKN CUCTEMBI.

@ MeHemkep MOXET MEHATL TOMLKO Naposib MeHemKepa.
AIMUHUCTPATOP MOXET MEHSATbL Napo/ib MeHeopkepa 1 Naposib aAMMHMUCTpaTopa.

Crapblii naponb: Mone 4518 BBOAA TEKYLLEro naposnsi.

(® 3HaueHue No ymonuaHuio:
Mo ymonuaHuio naposb agmuHucTparopa - 123456.

Mo yMon4yaHuio naposib MeHeakepa - 1234.

HoBblii naponb: [None gns BBoga HOBOro Napossi.

MoaTBepauTh: Mone Ansi NOATBEPXAEHNS HOBOMO Naposis.

4.11 Cuncrtema

+ HacTpoiiKu(see page 55)

« OKCMOPT/MMNOPT AaHHbIX(see page 55)
« Ouyuctka [OaHHbIX(see page 56)

+ $3bIK YCTPOICTBA(see page 57)

« O6HoBNeHne MO(see page 57)

« [Nepe3arpyska(see page 57)

B AaHHOM MEHH0 OCYLLECTB/ISIETCSA PE3EPBHOE KOMMPOBAHUE U BOCCTAHOB/IEHNE HACTPOEK NaHesnu,
o6HoBneHune MO, cMeHa A3blka 1 nepesarpyska ycTpoincTea.
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HacTpouku

YCTAHOBUTH HACTPORKM MO YMONYAHUIO

COXPAHWTL BCE HACTPOWKIA

4.11.1 HacTtpoiku

BbiGepuTe dhaiin: Bbibop daiina koHdurypaumm naHenun u3 daiinosoin cuctemsi MK,

YCTaHOBUTb HACTPOIKU MO YMOMYaHuIo: C6pOC BCeX HACTPOEK BbI3bIBHOM NaHe M K 3aBOACKAM
yCTaHOBKaM.

CoxpaHuTb Bce HacTpoiiku: CoxpaHeHne 1 3KCNopT KOHpMIypaumoHHbIX daiinos. B 3awwumdpoBaHHOM
(haiine cogepxarcs HaCTPOWKN 0TOBpaxeHUs1 Tened)OHHOWN KHUMM, HACTPOIKM B3aMMOAENCTBUSI C CEPBEPOM
Link 1 nornyeckoro agpeca.

@baslP <« = om o
= e AsbIK yCTpOﬁCTBa
CeTs

EBbi3biBHaR NaHens

)

Russian -

KBapTupbl

S B

ckyn
flepesapeceunn 06HoBNEHMe M0

JononHuTenbHo

& O

O

HKypHansl D WcnonbzoeaTe NoNb3oBaTeNbCKUit cepaep

&

BesonacHocTs

Cuctema

COXPAHWUTH

) BoiGepure daitn

4.11.2 3KCNoOpT/MMNOPT AAaHHbLIX
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ERROR

COXPAHWTb BCE HACTPONKK
FnaeHan

Ceto

- BblablaHas NaHens SKCI'IODT/VIMI'IGpT OaHHbIX
B KeapTupbl
MMnopT gaHHbix
] cKyn
L Mepeappecauys |:UJ BbiGepute dain MNOATBEPAUTL
* [OononHUTenbHO
(o] HypHane: 3KCMOPT AaHHBIX

=
e £30NaCHOCTD
i Cuctema
A3bIK yCTpOI?ICTBa

Russian -

VIMnopT gaHHbIX: BbI6Op halina gaHHbIX 451 MMMIOpTa HAaCTPOEK B NaHesb.

© nNpu nmnopTe gaHHLIX B NaHenb Bce AaHHble B Tabnuuax "Ksaptupbl", "Mepeagpecauusn”,
"NpeHtudukartops!" 1 "Mpasuna goctyna" 6yayT yaaneHbl 1 3aMeHeHbl HOBbIMU faHHbIMUY 6e3
BO3MOXXHOCTM BOCCTaHOB/IEHNA CTaPbIX AaHHbIX.

OKCNOPT AaHHbIX: SKCMOPT AaHHbIX 13 NaHenu.

® MMpu aKkcnopTe AaHHbIX CO3AAETCA 3aLMLLEHHBIN ZIP-apX1B, KOTOPbI COAEPXUT B cebe JaHHbIe
Tabnuy "Keaptupsl", "aeHntudukaropsl”, "Mpasuna goctyna", "Mepeagpecauyusn”.

4.11.3 Ouuctka AaHHbIX

O4yncTKa LaHHbIX

O KeapTupb

O Waentudmkatops

[0 nNpasuna goctyna

[0 Ouepeav nepeagpecauyu

O Hypuans

Bbl60p OaHHbIX, KOTOpbIE H806X0,£|,I/IMO yoasimTb N3 6asbl AaHHbIX BbI3bIBHOI NaHesnun.
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(@ Mocne BbI6OpPa TMNA JAHHbIX U MOCAEAYIOLLEr0 HAXKATVS KHOMKM "YAanuTh" fJaHHble 6yayT yaaieHbi
6e3B03BparHo.

4.11.4 $3bIK yCTpOIiCcTBA

Bbi60p s3blka ycTpoiicTea. Ha BbI60Op AOCTYNHbI: Pycckuii, AHTMACKNIA, YKpanHckuid, icnanckuii, MonbCcKuii.

4.11.5 O6HoBneHue MO

Wcnonb3oBatb Nonb30BaTe/1bCKUii cepBep: BkitoueHne/BbIKIOYEHME KCNOTb30BaHMS
Nnos1b30BaTe/IbCKOr0 cepBepa 06HOBEHMIA. VICNOAb3yeTCs B 3aKPbIThbIX CETSX AOMOKOHMMN.

Monb3oBatenbCckuii cepeep: Mone BBoga IP-agpeca nav gomMeHa Nosb30BaTe/lbCkoro cepeepa
06HOBMEHWIA.

Bbi6epuTte chavin: Boibop thalina o6HosneHus MO u3 calinosoin cuctemsl MK. Mocne Bbibopa thaiina
HEeo6X0AMMO HaxaTb Ha KHomnKy "O6HoBUTL 0",

MpoBepuTb 0GHOBMEHUE: [TpoBeEpKa HanMunst 06HoBAeHMs 1O Ha cepBepe BAS-IP 160 nonb3oBaTe/IbCKOM
cepBepe.

OGHoBUTHL MO: Hauatb o6HOBNEHME MO.

A BAXHO:

Mepen kaxabim 06HoBNEHNEM MO HEO6X0AMMO CO3AaBaTb PE3EPBHYIO KOMMIO HACTPOEK NaHesu.

(0 Oco6eHHOCTN OGHOBNEHUA CUCTEMBI:

Mpu 06HOBNEHUN cUCTEMBI Yepe3 WEB nnu rpacdhmuecknii MHTepcheiic aBToMaTyeckn co3aaeTcs
pes3epBHas KOMuUsi BCEX NPUIOXKEHUIA YCTAHOB/IEHHbIX HA BbI3bIBHOM NaHesM, a TaKKe COXPaHSATCS
BCE KOHMrypauuoHHble doaiinbl. Mpu Kakaom nocrieaytolem 06HOBAEHN dhaiin pe3epBHOI Konum
GyneT nepesanucaH.

Cuctema co3faeT pe3epBHYH0 KONUI0 BCEX HACTPOEK naHenun, naponu, nonb3oBaTesibckue
yBeaoM/ieHUA, HaCTDOVIKVI SIP, HaCTpOVIKM 3aMKOB, HaCTpOﬁKM CeTn, pexmnma pa6OTbI naHesnn.

Mpun oTkaTe 06HOBAEHUS A0 NPeAblAyLLEel BEPCUN B C/Tly4ae HECOBMECTMMOCTM 6a3 faHHbIX
TEKyLLMe HAaCTPONKMN MOTyT BbiTb aBTOMATUYECKN YAa/IEHbI U BOCCTAHOB/IEHbI 13 NPeblayLLEel
pe3epBHOIA Konuu.

Mpu oTkaTe 06HOB/EHUIT peKoMeHAYeTcs COPOC YCTPOICTB 10 3aBOACKNX HACTPOEK.

4.11.6 MNepesarpyska
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[Mepezarpyka

MEPE3ATPY3WUTh YCTPOWCTBO

Mepesarpyska: MporpamMmmMHasi nepesarpy3ka Bbl3bIBHO NaHesu.
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5 YcTtaHoBKa 1 noaknyeHune

Ha ,U,aHHOﬁ CTpaHuue onmcaH npouecc yCtTaHOBKU 1 NOAK/THOYEHUA BbI3bIBHOI NaHesnun.

« MpoBepka KOMM/IEKTHOCTM NPOAYKTA(see page 59)

. 3I'IeKTpI/I‘-IeCKOG MOAK/TIOYEHWME (see page 59)

o MexaHNYeCcKNin MOHTaX(see page 67)

« opaxnoueHre AoMNoMHUTENbHbIX MOYNEM(see page 69)

5.1 MNpoBepKa KOMMNIEKTHOCTY NPoAyKTa

Mepes, yCTaHOBKOW BbI3bIBHOW NaHe M 06s13aTesIbHO HY)XHO NPOBEPUTL €€ KOMIMIEKTHOCTb U HA/IMUME BCEX
KOMMOHEHTOB.

B KOMNEKT BbI3bIBHOI NaHeNu BXOoOuT:

BbI3blBHAS NaHe b lwr
KpoHLWTEH A5 BPE3HOI YCTAHOBKM 1wr
BUHTbI AN1s1 KpENMEHNS KPOHLUITEHA 4T
WNHCTpYKUWs Nofnb3oBaTtesis 1wT
KomniekT NpoBOAOB C KOHHEKTOpPaMM A/151 NOAKMIOYEHUSA NUTaHWS, 3aMKa 1 1wr

aon. moaynen.
KomnnekT 3arnywiek Ans coeguHeHuli 1wt

YCTaHOBOYHbIE€ BUHTbI C KNIHOYOM lwr

5.2 2SnekTpuyeckoe nogkKiyeHme

[Mocne NpoBepk/ KOMMIEKTHOCTUN YCTPONCTBA MOXHO NepexoAnTb K MOAK/IHUEHMIO.

[ns noaknoyeHns noHago6burcs:

« Kabenb Ethernet UTP cat5 nnu BbllLe, NOAK/THOYEHHbIN K CETEBOMY KOMMYTATOPY/MapLLpyTU3aTopy.

( PekomeHgauumn no gnvHe Kkaéens

MakcuManbHas AnvHa cermenTa kabens UTP CAT5 He gomkHa npesbiwarhk 100 MEeTPoB,
cornacHo ctaHgapTa IEEE 802.31,

« Bnok nutaHua Ha +12 BonbT, 2 AMnepa.
« J[lonxHbI 6bITb NOABEAEHbI MPOBOAA AN NOAKMNHOYEHMS 3aMKa 1 AOMNOMHUTENbHBIX MoAy el
(onumoHanbHo).

11 https://habr.com/post/208202/
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@ K BbI3bIBHOI NAHENN MOXHO MOAK/IHOUMTD /1H06bIE 3MEKTPOMEXAHNYECKME NIMBO 3EKTPOMArHUTHbIE
3aMKM Y KOTOPbIX KOMMYTUPYEMbIA TOK He NpeBbILLaeT 5 AMnep.

Hwxe npencrasneHbl TUMOBbIE CXEMbl NOLKIHOYEHUA BCEX 3/IEMEHTOB K BbI3bIBHOI NaHesnun:

« Cxema NogkItyveHnss aN1eKTPOMEXaHMYECKOr0o 3aMKa C MCMO/b30BaHNeEM 6/10ka 6ecrnepeboinHoro
nuTaHnsa UPS-DP/S(see page 60)

« Cxema NoAk/ItveHns 3/1IeKTPOMEXaHNYECKOTO 3amMKa C MCMOb30BaHNEM BHELUHETO NCTOYHNKA
NUTaHNA ONA 3aMKa.(see page 62)

+ Cxema NoAkItHeHNs 3N1EeKTPOMarHMTHOrO 3aMKa C MCMOoJ/Ib30BaHNEM 6/10ka 6ecrnepeboinHOro NUTaHus
UPS-DP/S(see page 64)

« Cxema NoAk/IYeHNs 3/1IeKTPOMAarHATHOrO 3aMKa C MCNO/Ib30BaHMEM BHELLHEro 6/10Ka NUTaHNS (see page
66)

5.2.1 Cxema noAK/IUeHNs 3N1eKTPOMEXaHNYECKOrO 3amMKa C
ncnonb3oBaHnemM 6510ka 6ecnepeboiHoro nutaHns UPS-DP/S

YcTaHoBKa U noax/toveHmne — 60
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5.2.2 Cxema NoAKHUYeHNsa 3NeKTPoMexaHNyYecKkoro 3amMmka c
Ncnosib3oBaHMeM BHELLHEINo NCTOYHUKa NMTaHnAa AndA 3aMKa.

YcTaHoBKa 1 MNOoAKIHYeHne - 62
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5.2.3 Cxema NoAK/I4YeHNs 3/1eKTPOMarHMTHOro 3amka ¢ MCnosib30BaHNEM
6noka 6ecnepeboinHoro nutaHmsa UPS-DP/S
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5.2.4 Cxema NoAKMHUYeHNsA 31eEKTPOMAarHMTHOro 3amMKa C UCNnosib30BaHNEM
BHeLlHero 6710ka NnTaHuA
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Tormlly closed U
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N
O 4.COM &b J
\
5.N.C./N.O.
Power / @
@_9_@ 6. Unused. @
+12V Exit Output
to connect
button  clectromechanical lock +

68 ol
BaEe O e

4 N
I
Local Area 1 2 3 1 2 3 4 5
Network +12V |GNDJ|Lock NO | NO |COMICOM|NC
Power Relay contacts
Wiegand-26 Y RS485
1 2 3 4 1 2 3 4
+5V |GND| DO | D1 +12V|GNDi485+485-
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Exit button/door sensor
1 2 3 4
Ext. (GND|GND| DS
\ IRERE )

C -

g o| o 2

> Z Z o)

©_of @ ¢ SH-42

Exit Door sensor :
optional

button (op )

5.3 MexaHnyecknii MOHTax

Mepes MOHTaXXOM BbI3bIBHOM NaHeIM Hy)XHO NpeaycMOTPETL OTBEPCTUE WK YITyG/IEHNE B CTEHE C
pasmepamu 141x351x61 MM (/151 BPE3HOTO MOHTaXa) Ma6apuTHbIE pa3Mepbl KPOHLITEHA (MOHTaXKHOM
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KOpobku) = 140x350%60 MM. Takke He06XoAMMO NpPeayCcMOTPETL NOABOA kabens nuTaHus, oM. MoAy e 1
NloKanibHOl ceTu.

® CkauaTb YepTex KpoHLUTElHa A5 BPE3HON YCTaHOBKM

12https://wiki.bas-ip.com/download/attachments/2753854/AA-03_AA-05_AA-07_AA-07B_AA-07BV_AA-07BC.pdf?
api=v2&modificationDate=1566290577791&version=1
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() PekomeHAaLMM NO BLICOTE YCTAHOBKMU:

YcTaHaB/MBAaTh BbI3bIBHYIO NMaHesb c/iefyeT Ha ya06HO Ansi Bac BbicoTe. OpMEHTNPOBOYHAS
BbICOTA YCTAHOBKM 160-165 CM MO YPOBHIO KAMepbl.

5.4 TMoaKnoUYeHne A0No/HUTEbHbIX MOy Ne

Ko BCceM MHOTOA60HEHTCKMM MaHEesIsiM MOXXHO MOAK/MI0UNTE CedytoLme Moy u:

« Mogaynb ynpaBneHvsi AByMs1 3amkamu SH-42
« Mogaynb ynpaBneHusi NdpToBbIM 060pyAoBaHuem EVRC-IP
« MynbTd)opMaTHbIA CUMTBLIBATENL C NOAAEPXKKON TexHonorum UKEY BME-03

YcTaHoBKa U Noax/tovHeHme — 69



AA-07 - AA-07

6 Vicnonb3oBaHue ycTpoucTea

« B3aumopeiicTeue no API(see page 70)

 lVicnonb3oBaHne Moaynst UdTa(see page 70)

+ Mob6unbHbIN AocTyn UKEY (see page 71)

« [lounck BMAEO C NOMOLLbIO Onvif(see page 78)

+ lMonyyeHne RTSP NoToka ¢ kamepbl BbI3bIBHOI NMaHEN(see page 78)

6.1 B3aumopgeicTtame no API

OnucaHue no B3aMMoAeicTBMIo ¢ APl 1 creuuduKaLmm AocTynHbl Ha developers.bas-ip.com?3.

Takke AOCTYNHbI CneuudrKaLmum Ans pasHbIX TUMNOB YCTPOWCTB Bbl MOXETE HalTu Ha Swaggerhub!®,

6.2 cnonb3oBaHne moayns nudTa

6.2.1 YcTaHoBKa naHesnun so3se nudgora

Mpu ycnoBmmn HacTpoiiku Mogyns EVRC-IP B pexxume pa6oTsl EVRC MMEETCS BO3MOXHOCTb OpraH13oBaTb
BbI30B NnhTa Yepe3 CKY/l. B Takom BapuaHTe MOXHO YCTAHOBUTb MHAVBUAYA/IBHYH BbI3bIBHYHO NaHesb CO
BCTPOEHHbIM CUUTLIBATE/IEM BO3/IE NUdpTA.

B gaHHOM Ccny4dae naHesib MOXeT ObITb yCTaHOB/IEHA Yy }'II/ICpTa NN TakXXe Ha BXoae B Noabe3n. |_|pl/l
VI,EI,eHTI/ICpI/IKaLI,I/II/I Ha naHemu, ]'II/IdJT npunegeT Ha 3Tax, Ha KOTOPOM lMaHes/lb HaxoaAnTCA U NoJsib3oBaresiio 6y,qu
pa36l'IOKI/IpOBaH O0CTyNn Ha ero arax.

M,D,eHTM(pVIKaLI.I/IFI MOXET ObITb npoun3segeHa ¢ NOMOLLbIO KapTbl AocTyna, UKEY, koga goctyna nin
pacno3HaBaHUA nuda.

B3aVIMO,EI,eI7ICTBI/Ie BbI3bIBHOI NaHen ¢ Moaynem EVRC-IP npoucxoguT nocpeactsom LAN.

6.2.2 YcTaHOBKa naHenu B nngore

Mo aHasIo0rMm ¢ yCTaHOBKOI NaHenu Bo3ne Nudta, MMeeTcsi BO3MOXHOCTb MCMO/b30BaTh MHOTOA60HEHTCKYHO
naHeNb HENoOCPeACTBEHHO B KabuHe NuTa. B Takom BapuaHTe Bbi3blBHASA NaHesb 6yaeT pas6bnokupoBaTb
AOCTYN K LUTATHO NCITOBOIA NaHeny Bbibopa aTaxa Npu NogHeceHnn naeHTudrkaTopa.

VaeHTudmkauma MoxeT 6bITb NPou3BeaeHa C NOMOLLbIO KapTkl AocTyna, UKEY, koga AocTyna unm
pacnosHaBaHusi nuua.

@ [Ins KOPPEKTHOTO NCMO/b30BAHUSA UAEHTUMUKATOPOB B CUCTEME C MOAY/IEM YNPAB/IEHUS
MAITOBLIM 060PYA0BAHNEM, B HACTPOIKaX BbI3bIBHOI NaHeNy TpebyeTcs cTporas npuBsska
NAEHTUUKATOPOB K KBAPTUPaM.

13 https://developers.bas-ip.com/
14 https://app.swaggerhub.com/search?owner=basip
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[JetanbHee 0 HACTPOIiKe BbI3bIBHbLIX NaHeseli n KoHTposinepa EVRC-IP MOXHO y3HaTk 31ech>.

6.3 Mob6unbHbIN gocTtyn UKEY

6.3.1 OnucaHue

Mo6unbHbIA gocTyn UKEY oT BAS-IP iBNsieTCA yHUBEPCa/IbHON TEXHOMOrMel AN NoslyYeHus octyna B
nomMeLleHne U Ha TEPPUTOPUI0 06bEKTa C BO3MOXHOCTBLIO MCNO/b30BaTh B O4HOM CUMTbLIBATENE
OHOBPEMEHHO: KapTo4kn EM-Marin n MIFARE/WwuindgopoBaHHble kapTbl MIFARE Plus/MIFARE Classic, MOBUbHBII
TenedoH (Bluetooth n NFC).

UKEY o6napgaeT cnegylowmumm npenmyectsamu:

« BO3MOXHOCTb MCNOMb30BaTb OAHOBPEMEHHO HECKO/ILKO CTaHAApTOB naeHTudukaunn: EM-Marin,
MIFARE, Bluetooth n NFC

« BO3MOXXHOCTb UCNOJ/Ib30BaTb MOOWU/bHbI TEI'IE(*)OH B Ka4yecTBe I/I,EI,EHTI/I(*)I/IKaTODa

« perynvpyemasi 4asibHOCTb cpabaTtbiBaHNs MOGUNBLHOTO MAEHTMdIMKaTopa (Npy MCNosib30BaHNM
Bluetooth)

« HU3Koe 3HepronoTpebneHve

« CrneunasbHbIi aropuTM WNGPOBaHUS AN MOGWU/IbHBIX MAEHTUIMKATOPOB U KapT MIFARE Plus

« BO3MOXHOCTb NMPYMEHEHNS Ha Mt06bIX TUNax 06BLEKTOB

+ BO3MOXHOCTb YCTAHOBKV MOGW/ILHOTO focTyna UKEY B paHee NpUMoGPETEHHbIE BbI3bIBHbIE MAHENN

« y#o6CcTBO AN1A No/b30BaTENS

6.3.2 NpuHUMN paboTbl

NpeHTudmnkaums n oTKpbITUE 3aMKa BO3MOXHbI G1arogaps Hamumio B NaHeNsax BCTPOEHHOTo Moayns BME-03
C NoAAepXKoin MobunbHoro goctyna UKEY.

MynbTndopMaTHbIii Moaynb BME-03, KOTOPbIM MOTYT ObITb OCHALLIEHbI BCE BbI3bIBHbIE MaHeNn BAS-IP,y
KOTOPbIX €CTb BCTPOEHHbIN CUUTLIBATE b, MO3BOMSET NPOU3BOANTL UAEHTMdMKALMIO NONb30BaTeNs no
TexHonorun UKEY ¢ ncnonb3oBaHMEM Pas/iMuHbIX MAEHTUAINKATOPOB (KapTbl, Openoku, TenedioH) u
BbIMO/IHAET POJib YHUBEPCA/ILHOIO CUUThLIBATENA A/19 CUCTEMbI KOHTPO/IA AOCTyna.

6.3.3 MoGW/IbHbIN JOCTYN C NpunoxeHnem UKEY*

15 https://wiki.bas-ip.com/ru/nastrojki-funktsij-2752604.html#id-HacTpoiikndyHKLMiA-
HacTpolikacuctemblanagoctynanndTaHasTax.
16 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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[nsa komdpopTHOIT paboTbl Nosib30BaTeneli ¢ Bbi3bIBHbIMK NaHensiMm BAS-IP, ocHaLLlEeHHbIMM
MY/IbTUGOPMATHBIMU CYUTbIBATENSAMMW, KOMNAHUS BAS-IP BbiNyCcT/1a HOBOE MOGW/IbHOE NpuioxeHne UKEY,
KOTopoe nocsie nosly4yeHnss MOGUNLHOTO NAeHTUdIMKaTopa NCNONb3yeTcs A8 OTKPbITUS ABEPE/BOPOT/
wnar6aymos.

[ns kaxaoii BbI3bIBHOV NaHesn, OCHaLLeHHOM MOAY/1eM CUUTbIBATENSA C NOAAEPXKKON MOBUIBHOTO AoCcTyna
UKEY, MOXeET 6bITb HACTpOEHa pasHas AasibHOCTb cpabaTtbiBaHUs MOOGWUILHOTO naeHTudmKaTopa, B
AnanasoHe OT 2 CaHTUMETPOB A0 10 MeTpoB. PaccTosiHne cpabaTtbiBaHUS 3aBUCUT HE TONbKO OT BbIGPaHHOro
pexuma, HO 1 OT TO/LWMHbI CTEH B NOMELLLEHNM, MOTOAHBIX YCNOBUIA (MPY pasMeLLeHUN NaHenn Ha yuue) u

Apyrux dhakTopos.
PeXxumbl pa6oThl (fasibHOCTbL) cpabaTbiBaHUA MOGU/ILHOIO uaeHTUUKaTopa:

« KacaHue (pacctosiHme cpabaTbiBaHuA [0 2 CM)
« [1Bepb (paccTosiHue cpabaTtbiBaHus 40 1 M)

« BopoTa/wnar6aym (perynmpyemoe pacctosiHie ot 0,5 M 0 10 M)

6.3.4 HacTpoiika B Tpy Kmka ¢ npunoxeHmem UKEY Cfg"

BO3MOXXHOCTU NPUSIOXKEHUA:

« HacTpoiika pexvmMa paboTbl kapT EM-Marin, MIFARE v BLE (Bluetooth Low energy) - BK/IO4EHNE 1
OTK/ItOUEHNE CTaHAAPTOB CUUTbIBAHMS

« YCTaHoBKa WnhpoBaHms ana ngeHtudomkaropa UKEY. 3To gacT BO3MOXHOCTb NpUBA3aTh
LWMdPOBaHHbIV KN4 naeHTudrkaropa K BblopaHHOMY CUATLIBATENIO

« BkntoveHve n OTK/I0YEHVE PeXNMOB WngpoBaHns s kapT MIFARE Classic n MIFARE Plus
« BkntoveHne gusepcudomkaumm anis kapT MIFARE Classic n MIFARE Plus

« HacTpoiika 3ByKOBOro NoATBEPXAEHNS NPY NOAHECEHUN MOBW/bHBIX UAEHTUMKATOPOB K
CUMTbIBATENIO B PEXMMAaX OXMUAAHUS U CUNTbIBAHUS

« YcTaHOBKa pexuma paboTbl: [1Bepb, KacaHne, BopoTta/LUnarbaym
« HacTpoiika ganbHOCTM pexuma paboTbl Npu Bbibope pexnma "BopoTa/llnarbaym"

« B cBA3Ke co cumTbiBaTesieMm TR-03, KOHJpUrypaTop No3Bo/IAET 3anmcbiBaTb KapTbl WndyposaHnsa MIFARE
Classic n MIFARE Plus

« BO3MOXHOCTb COXpaHeHusi chaiinia ¢ HacTporkamu A5 yKasaHHOro CUMTbiBaTesNs

+ BO3MOXHOCTb 3arpy3ku KOHpUrypaLMoHHoro gpaiina ¢ HacTpolikaMm 7151 BOCCTaHOB/IEHMSI
napameTpOB CUMTLIBATENA U AJ1s1 KONMMPOBAHUSI HACTPOEK B ApYrie CunTbiBaTeNu

17 https://wiki.bas-ip.com/display/BASIPCONFIGID/UKEY+Cfg
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6.3.5 Cnoco6bl Nosty4eHnss MOBUNBHOIo naeHTUdMKaTopa 1 KapT goctyna

OTckaHupoBaTb QR-KOA ¢ NoMoLbio NpunoxxeHus UKEY

Monb3oBaTtesib NOAAET 3asBKy Ha NprMobpeTeHne HeobXxoaAMMOro konnyectTsa QR-KOA0B aAMUHUCTPATOPY
CBOE 06CNyXMNBaOLLEN KOMMaHUK, N3 pacyeta oaMH QR-KoA = 0AHO MObGUIbLHOE YCTPOICTBO. Mocne

OH nony4vaet QR-KoA, B pacneyataHHOM BUAE UK B 3NIEKTPOHHOI dhopMme (no e-mail, Viber, Telegram v T.1.).
[anee ckaHUPYET NOYYEHHbIA KOA AU UMNOPTUPYET ero 13 ¢oainsioBol CUCTEMbI 1 TEM CaMbIM NosyvyaeT
MOOW/bHbIN MAEHTUdMKaTop.

[o Toro kak naeHTudgmkaTop, B Buge QR-koaa, BblAaH Nob30BaTesnto, OH 3an1cbiBaeTcs agMUHUCTPATOPOM
ynpas/soLLein komnaHum B nporpammMHoe ob6ecnedeHne Management Software. QR-Kof Hefb3s NOBTOPHO
NCMOosIb30BaTh Ha HECKO/IbKMX MOBUBbHLIX TenedoHax, OH NPUBSA3bLIBAETCS TOMLKO K OAHOMY MOBWU/IbHOMY
YCTPOWCTBY, UTO 06ecneymBaeT BbICOKUI YPOBEHb HAAEXHOCTU 1N 6E30MACHOCTU MOGU/IbHBIX
naeHTndrkaTopos. KonnposaHue n ayonupoBaHue naeHTndmkaTtopa HeBO3MOXHO.

C nomoubio cuutbiBartensi BAS-IP TR-03B

[ns Toro 4tTo6bl AAMUHUCTPATOP YNPAB/SIOLLEA KOMMNaHUM MOr € NomoLLbio TR-03B BblgaBaTb MOGW/bHbIE
NAEeHTUUKATOPbI UM 3anUCbIBaTb KapTbl AOCTYNa, NEPBOHAYa/IbHO HEOGX0AMMO YKa3aTb MacTep-KapTy,
KoTopasi B AasibHeliluem 6yaeT HyXHa Anst paboTbl cunTbiBaTe s, MacTep-kapTa ykasblBaeTcs npv nepBom
3anycke cunTbIBaTeNs.

CospgaHue MacTep-KapTbl:

CkayaTb 1 ycTaHOBUTb MOBU/IbHOE nNpunoxeHne UKEY Cfg;

MoaknunTb cunTbiBaTeslb TR-03B K UCTOYHUKY NTaHus +5B (USB);

3anyctutb npunoxexnue UKEY Cfgn HaxaTb Ha KHOMKY MOUcKa;

MpunoxXeHne HaNnQeT cunTbIBaTE b, HEOOXOAMMO 3aiTN B HACTPOIKN, MeHIO "ELle", Bknagka "CmeHa

MacTep-KapToukn";

MopgHecTun kapTy EM-Marin nnv MIFARE K cunTbiBaTenio;

6. CumTbiBaTe/lb MPOU3BELET 3aNMChb B KapTy C LUMPOBAHNEM, NOC/IE YEro OHa CTaHeT MacTep-KapToi
ONA AaHHOro cunThiBaTens;

7. Ons npogomkeHus paboTbl CO cUMTbIBaATENIEM HEOOXOAMMO NEPENOAKMOUNTLCSA K HEMY B NPUIOXKEHUN

UKEY Cfg.

PN

o

Bonee noapo6HO 03HAKOMUTLCS € PYHKLMSMM HACTOSIbHOTO CYUTLIBATE/ISI MOXHO M0 CChIJIKE.

Mocne Toro kak co3jaHa Mmactep-kapTa, aMUHUCTPATOP MOXET BblAaBaTb MOOUNbHbIE MAEHTUINKATOPDI, &
TakKke 3an1cbiBaTb LMGPOBaHHbIE KAUN B KapTbl MIFARE Plus.

MonyuyeHne MOOUbHBLIX NAEHTU(UKATOPOB C NOMOLbIO TR-03B:

1. CkauaTb W YCTaHOBUTL MOBU/ILHOE NpuioxeHne UKEY!E,
2. YcTtaHoBMTb 1 3anycTuTb Ha MK ¢ OC cemeitictBa Windows nporpammy Ans 3anmcu
UAEHTUMKATOPOB "BAS-IP USB Reader Server!®";

18 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
19 http://cdn.bas-ip.com/files/Software/AccessControl/BAS-IP_USB_Reader_Server_2018.07.26.zip
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ﬁ Mactep ycranoskn Cepeep USB cunteisatens BAS-|P — >

Ycranoska npunoxienna Cepeep USB cunTmieatenna BAS-TIP

MacTep YCTaHOEKH BEINONHAST YCTEHOBKY NpHnoseHna Cepsep LISE
CHHMTEIEaTENA BAS-IP. 3TO MOMET Z8HATE HECKOMBKD MHHYT,

XoO YCTaHOBKM:

.,
Janyck cnysh

< Hazan Hanee = OTHeHa

w

[MoAKNouNTbL CUNTLIBATENb K KOMMbIOTEPY;

MprNoXnTb MacTep KapTy K CYUTLIBATESIO;

5. MopgHecTn TenedoH K cunTbiBaTesto (NPOBEPLTE, UTOOLI ObIN BK/HOYEH Bluetooth) 1 BoliTu B
npunoxenune UKEY?’, nanee Haxarb KHOMKy "MonyunTsb" v BbI6paTh "MonyunTh K4 oT BAS-IP TR-03";

6. CunTbiBaTENb NEpefacT MOGUbHLIN naeHTMdMKaTop B Bal TenedoH 1 B NPUIOXKEHNN NOSBUTCSA

Haanuce "Ball Koy rotos";

>

3anucb Mo6unbHbIX ngeHTunkatopos B NO Management Software:
1. C nomouwsto MO "BAS-IP USB Reader Server"

a. CkonupoBaTb MaeHTUMKaTop 13 nporpammbl "BAS-IP USB Reader Server";

20 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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7
% bas YTeHue 1 NnoKasnbHas Bblaava MOGHUNbHLIX MOEHTUMUKATOPOB

A Ouctne 7965432, 798AF8, (INEEINE:
s Konvposats

© CoxpaHiuTb

b. BHectu B 10O "Management Software", Ha Bknaaky "3anunce KapT B 6a3y", B CTPOKY BHU3Y
CTPaHuLbl 1 HaXaTb KHOMKY "[06aBnTb BPYUHYH";

Norwecsus e (0707770 ] oncame L 1

VIHQETUSMESTOD KAPTEI A0GTHNG MprEASKa KaPT K DBOPULOBAHHIC
0079848 0007-07-0 Mhorore. naene

il HacTpoiiku

4 COMnapr
B Cucreree
o] TREBOKHSIE 3OHEI
&% Nonvsosaren
£ Dopyceane
B BruTpeHHite MorTODBI<<
[

il Koparkve conBuenin

W 3anucs kapr & fasy

& Axrveaw kaom

E--{=] Zanmeu codemin

w8 Confiuenma Tpesori
[ Crcok cooGumenii
574 Mpawoa no KapTak

B Kypran cucrers

[ Bipars
[ Beitpare
Cumeisate Cron 00-79-8A-F8
Coxpame. Jarkpers
o > NpoBepsTs Mpoeepure

c. BblbpaTb 13 cnucka cnpaBa HEOHBXOANMYHO NaHeb;
d. Haxartb kHonky "CoxpaHuTb";
e. MepeiiTn B BKNagky "AkTnBauus kapt";

Vicnonb3oBaHue ycTpoiictea - 75



AA-07 - AA-07

He MPOUSBARUTE HUKSKIK GEPAILAI B MAMEHT PaSaTbl DBopYIOEaHAI
Crucor mprBAsaHHbM kapT: | Cricok axrueupopatbt: kapr: 1

Crvcor o60pYa0EaHHA.
1) 0008-01-0 Muoroks. naHens 00 7070 1)00-7984F8  0007-07-07-07-0

2 0007-07-0 MHOFOKE. NaHenL

i, HacTpoliku
4 COMnopr
B Cucrermiie

w8 TReBOHENR 30HEI
&% Nonbsosaren
¥ OopyaceaHie
¢ BHyTpEHHHE MOHUTOPBIC<
Bl Beeprere nanenn
gl KopoTRME COOBLIEHHA
w8 3anuice kapT & 6asy
&, Axrusaun kapr

{2 Janveu codbmi
1§ Cootuerapesory
wwve iz CMCOK CooGleHMl
<eeee27 [povon no KapTam
B Kypran eucTenl
AKTHEHPOBATE [ » | Brecrustasy Curare
3 >

f. BblbpaTb HY>XHYIO NaHesb;

g. Haxarb KHOMKy nepeHoca faHHbIX B NaMATb NaHenu;

h. Haxarb KHOMKy "AKTMBMpOBaThL";

i. igeHTndmkaTop BHECEH B 6a3y U Tenepb Bbl MOXETE NOSIb30BATbLCA MOOU/IbHLIM TENEOHOM
[ANs OTKPLITUSA ABEPU, BOPOT, Wiarbayma.

2. Nwmes Ha pykax QR-kop,

a. OTKpbITb QR-KOA B N06ON Nporpamme Anasi NPOCMOTPa N300paXeHNA;

b. ckonupoBatb Wau nepenuncartb NocregHne 6 3HaveHul Koaa,;

c. [lo6aBuTb "00" Nnepen aTUM 3HAYEHNEM, YTO Obl NONYUNTb NOSHBIM KOA KapTbl;

d. BHecTu nonyyeHHblin kog B MO "Management Software", Ha Bknagaky "3anvck kapT B 6a3y", B
CTPOKY BHU3Y CTPaHWLbl M HaXXaTb KHOMKY "[,06aBUTb BPY4HYIO";

Norwmcras spec. (00707770 ) oneae L 1

VIHQeTUHIkaTOp KaPTEl A0CTYTa TIpHERSKa KapT K. DGOPYLOBaHHE
0073.84F8 0007-07-0 MHoroke: naens

8 COM-nopr
8 Cucreroe
w8 TReBOmHEIR 30HEI

e

2¥ D6oputceaHie
2 BHYTPEHHIHE MOHUTOPBIC<
Bl Beeerere nanenn
wengll] KopoTKME COOBWERMA
¢ Janucs kapr & fasy
T R——

|| anveu codeman
w8 ConfiuermaToesory

[ Criucox coofuerii

24 Mpowon nio kapran

B9 Kypran cucren

[Beipare
[ Bripae,
CurTeiears Cron 00-79-8A-F8 BpysHuio
Coxpanie 3acpers

a > MpoeepsTs. MpoeepiTe

e. BbibpaTb 13 cnucka cnpaBa HEOOX0AMMYHO MaHeNb;
f. Haxarb kHOMNKy "CoxpaHuTb";
g. MepeliTn B BKNagky "AktuBauus kapt";
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He MPOUSBARUTE HUKSKIK GEPAILAI B MAMEHT PaSaTbl DBopYIOEaHAI
Crucor mprBAsaHHbM kapT: | Cricok axrueupopatbt: kapr: 1

Crvcor o60pYa0EaHHA.

1) 0008-01-0 Muoroks. naHens U i7-07-0 1)00-7984F8  0007-07-07-07-0
2 0007-07-0 MHOFOKE. NaHenL

-, HacTpoicu

4 COMnopr

4 Cucreree
o Tpesowrere sonst

&% Nonbsosaren
5--4¥ Diopyiaearme

¢ BHyTpEHHHE MOHUTOPBIC<

Bl Beeprere nanenn
ol Kopameve cooduenin
w8 3anuice kapT & 6asy

&, Awrusaw capr
H-|=] Zanveu cogomuin

1§ Coofiuerua tpesorn
o) Crimcok confuermit

e TpONGR N0 KEPTaM
B0 Kypran cucrensl

AKTHBHPDEETE
o Bl G

Bbi6patb Hy)XHYIO naHesnb;

HaxaTtb KHOMKY nepeHoca AaHHbIX B NaMATb NaHenu;

Haxatb kHomnKy "AKTBMpoBaTh";

VaeHTudmkaTop BHECEH B 6a3y 1 Tenepb Bbl MOXETE N0/1b30BaTbCA MOOUIbHLIM TeNietpOHOM
[ANs OTKPLITUSA ABEPU, BOPOT, Wiarbayma.

X -7

MonyueHune wupoBaHHbIX KapT MIFARE Plus ¢ nomouybto TR-03B 1 3aHeceHune ux B MO "Management
Software":

1.

Nk WD

10.

11.

YCTaHOBUTb U 3aMyCTUTb HA KOMMbKOTEPE NPOorpaMmmy Aas 3anucu nageHtudmkaropos "BAS-IP USB
Reader Server";

MogknounTb cunTbiBaTeNb TR-03B K KOMMbIOTEPY;

CkayaTb 1 ycTaHOBUTb MOBUIbHOE nNpunoxeHne UKEY Cfg;

MpUNoXnTb MacTep KapTy K CUNTLIBATEN!O;

3anyctutb npunoxeHune UKEY Cfg n HaxaTb Ha Nouck;

MpunoxeHme NoaKUNTCA K TR-03B 1 cUMTAET €ro HaCTPOIiKu;

B HacTpolikax NpuioxeHuns BolopaTb onuuio "Bbigada WngpoBaHHbIX KapT";

MoaHeCcTV HOBYHO KapTy K CUMTbIBATESNHO, MPON3BEAETCH 3anvCh LLMGPOBAHHOIO K/ova B KapTy, nocsie
yero cunTbiBaTeslb U3LACT 3BYKOBOW CUTHAT;

Takxe Baw naeHTnrkaTop KapTbl 0TO6pasnTCs B nporpamme "BAS-IP USB Reader Server", ero
HeobxoAMMOo ckonuposaTb U BHecTH B MO "Management Software" ana Tpebyemoli Bbi3bIBHOW NaHenu;
NaeHTndmkaTop BHeceH B 6a3y 1 Tenepb Bbl MOXETE MONb30BATLCA KapTOi A/18 OTKPbITUA ABEPU,
BOpOT, Wiarbayma;

Mony4yeHHble Taknm 06pa3oM kapTbl MIFARE Plus, Takke Kak 1 ngeHtudmkaropsl B UKEY, HEBO3MOXHO
B3/10MaTb WU/IX CKOMNPOBATb.

MonyuyeHne O0GbIYHBLIX KAPT AOCTYyNna ¢ nomoubio TR-03B 1 3aHeceHue nx B MO "Management
Software":

1.

YCTaHOBUTb U 3aMyCTUTb HA KOMMNbKOTEPE NPOorpamMmy Aas 3anucu nageHtudmkaropos "BAS-IP USB
Reader Server";

MoakNUNTb CUUTLIBATESb K KOMIMbIOTEPY;

MogHecTn No oyepenn HeobxooMMOe KOMMYECTBO KapT K CUUTbIBATENHO (KOSIMYECTBO NOAHOCUMbIX
KapT He orpaHnyeHo);

Bce nageHTndmkaTopbl KapT 0To6passaTca B nporpamme "BAS-IP USB Reader Server", ux He06x04MMo
ckonupoBsaTb U BHecTu B MO "Management Software" gna Tpebyemoli Bbi3bIBHOW NaHenu;
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5. MaeHTndmkaTopbl BHECEHBI B 6a3y 1 Tenepb Bbl MOXETEe M0Sb30BaTbCs KapTaMu 415 OTKPbITUS
ABepw, BOpOT, Wwnarbéayma.

6.4 lNounck Bnaeo ¢ nomoLlbto Onvif

HauunHas ¢ Bepcun npoLumeku 3.9.0 B YCTPOICTBaX AOCTYNEH NOUCK BUAEO NOTOKA C KaMepbl BbI3bIBHO
naHenu nocpeacTsom Onvif.

[N npymepa MOXHO UCMO/b30BaTh MOUCK C MOMOLLLIO YTUAUTBLI Onvif Device Manager??,

FIERERR iR 3
TR TR
ERETTALY
TRITLIAEL

penEIEELRN
1 i

6.5 lNonydyeHne RTSP noToKa ¢ KaMepbl BbI3bIBHOW MaHesm

[ns nonyyennss RTSP noToka ¢ kaMepbl BbI3bIBHOW NaHeNN B CUCTEMY BUAEOHAOMIOAEHNSA HEOOX0AMMO B
CTPOKe fo6aBneHnsa Kamepbl nponucarh rtsp://user:1234abcd@192.168.1.16:8554/ch01, rae user- 3TO J1OTWH,
1234abcd - naposnb gnsa goctyna Ha WEB-nHTepgoeiic, 192.168.1.16 - IP agpec naHesnu, 8554 - opT gocTyna K
kamepe, ch01 - Homep KaHasa.

21 https://www.polyvision.ru/po/dlya-windows/onvif-device-manager
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